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NGHIEN CUU VA XAY DUNG HE THONG GIAM SAT WEBSITE
TRUONG PAI HOC SU PHAM KY THUAT HUNG YEN

Vii Xuin Thing, Ping Van Anh, Tran D5 Thu Ha

Truong Dai hoc Sw pham Ky thudt Hung Yén

Ngay toa soan nhan duoc bai bao: 10/10/2017
Ngay phan bién danh gia va sua chira: 12/11/2017
Ngay bai bao dugc chap nhan dang: 15/11/2017

Tém tit:

Trong bdi bdo chiing ti trinh bay qud trinh thiét ké, cai dat va thir nghiém mét gidi phdp bdo dam
an toan cho website cua truong PH SPKT Hung Yén. Cu thé chiing t6i nghién citu cdc phuong phdp tan
cong va cac giai phap phong chéng tin céng webszte trén Internet. Nhém nghién ciru da dé xudt gidi phdp
chong tan cong thay doi néi dung tir viéc cdi tién thudt todn Rabin Fingerprint dp dung cho cdc website
truong PH SPKT Hung Yén, tir d6 c6 thé mo rong cho cdc website khdc trén internet.

Tir khod: web security, Rabin fingerprint application, web protected.

1. Gi6i thiéu chung

Ngay nay nhu ciu truyén tai thong tin 16n,
viéc tng dung cac website, cac phuong tién quang
ba thong tin khong chi dung lai & doanh nghiép ma
con huéng dén ca nguoi dung ca nhan. Tir d6, nhu
cau dam bdo an toan thong tin truyén tai trén cac
website trg thanh chu dé nong trong xi hoi. Nim
bét xu thé 6, nhom tac gia da thyuc hién nghién ctru
cac van dé vé tin cong va cach thirc phong tranh cac
cudc tan cong vao cac website trén internet.

Dé tan cong vao cac website hacker da thuc
hién khai thac mét s6 16 hong tir Hé diéu hanh, hé quan
tri co s6 dit liéu, cac dich vu internet, 15i lap trinh... [1]

Céc 10 héng bao mat trén mot hé théng 1a
cac diém yeu ¢6 thé tao ra sy ngung tré cia dich
vu, thém quyén d6i v6i nguoi st dung hodc cho
phép cac truy nhap khong hop phép vao hé thdng.
Céc 15 hdng ciing c6 thé nim ngay cac dich vu nhu
Sendmail, Web, Ftp... Ngoai ra cac 15 hong con ton
tai ngay chinh tai hé diéu hanh nhu trong Windows,
Unix hodc trong cac ung dung ma su dung thuong
xuyén nhu Word, Excel,... [2]

Trong phan tiép theo ching toi téng két
nhiing kiéu tan cong phd bién nhém vao cac website.
Chung t6i cling nhéc lai cach tlep can giai phap chu
yéu duoc ap dung dé phong, chdng nhiing kiéu tan
cong trén. Day 1a co s¢ hinh thay va phat trién giai
phép gidm sat website va nhiing y tudng chinh cua
nhém tac gia. Qua trinh thiét ké, thuc nghiém da
phan anh duogc két qua kha quan cia giai phap dwa
ra trong bai bao.

2. K§ thuit tdn cong Website va giai phap phong
chéng
2.1. Tén cong SQL Injection

SQL Injection 1a mot ki thuat cho phép nhiing
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ké tin cong loi dung 16 héng trong viée kiém tra dir
liéu nhap trong cac ing dung web, cac thong bao 16i
ctia hé quan tri co s dir lidu dé “tiém vao” (inject)
va thi hanh cac cau lénh SQL bat hop phéap giy anh
huéng t6i dit liéu ngudi dung. Loi ndy thuong xay
ra trén cac tng dung Web c6 dit li¢u dugc quan li
bang cac hé quan tri co s& dit liéu nhu SQL Server,
MySQL, Oracle,... [3]

C6 bdn dang thong thudng bao gdm: Tan
cong xac thyuc (authorization bypass), st dung cau
Iénh SELECT, st dung cau 1énh INSERT, st dung
cac stored-procedures [2].

- Tn cong xac thuc (authorization bypass):
v6i dang tan cong nay, tin tic c6 thé d& dang vuot
qua cic trang dang nhap nho vao 16i khi ding cac
cau 1énh SQL trén co so dir liéu tng dung web.

- Dang tan cong st dung cau 1énh SELECT:
Dang tan cong nay ké tin cong loi dung cac so ho
trong cac thong bao 15i tir hé thong dé do tim cac
diém yéu tir d6 thuc hién tan cong qua ciu truy van
dir ligu.

- Dang stt dung cau 1énh INSERT: thong
thuong cac ung dung web cho phép nguoi dung
dang ki mot tai khoan dé tham gia. Chirc ning
khong thé thiéu 14 sau khi ding ki thanh cong, nguoi
ding c6 thé xem va hiéu chinh thong tin ctia minh.
SQL Injection c6 thé duge ding khi hé thong khong
kiém tra tinh hop 18 cia thong tin nhap vao.

- Dang tin cong str dung stored-procedures:

viéc tin cong bang stored-procedures s& gay
tac hai rat 16n néu ung dung duogc thyc thi voi quyén
quan tri hé théng ‘sa’. Vi du, néu ta thay doan ma
tiém vao dang: ; EXEC xp cmdshellemd.exe dir
C: “. Luc nay hé thdng s& thyc hién 1énh liét ké thu
muc trén 6 dia C:\ cai dat server. Viéc pha hoai kiéu
nao tuy thudc vao cau 1énh dang sau cmd.exe.
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| Providesthe User and Pass-

Hinh 2.1. M6 hinh tin céng SOL Injection

Dé phong tranh cac 18i SQL injection ta c6
thé thuc hién & hai muc:

- Kiém soat chat ché dir liéu nhap vao: Dé
phong tranh cac nguy co c6 thé xay ra, hiy bao
vé cac cdu lénh SQL la bang cach kiém soat chat
ché tt ca cac dir liéu nhap nhan duoc tir dbi twong
Request.

- Thiét lap c4u hinh an toan cho hé quan tri
co so dir liéu.

2.2. T4n cong XSS (Cross Site Scripting)

Cross-Site Scripting (XSS) la mét trong
nhung ki thuat tin cong phd bién nhat hlen nay,
ddng thoi né ciing 1a mot trong nhimng van dé bao
mat quan trong dbi v6i cac nha phat trién web va ca
nhitng nguoi sir dung web. Ngay ca ddi v6i nhing
trang nhu www.fbi.gov, www.yahoo.com... cling da
ting bi 16i XSS. Bit ki mot website nao cho phép
ngudi st dung dang thong tin ma khong co sy kiém
tra chit ché cac doan ma nguy hiém thi déu c6 thé
tiém an cac 16i XSS [2]

Thuong thi XSS c6 thé xay ra & chd nao ma
ngudi dung ¢ thé nhap dir liéu vao va sau d6 sé
nhan duge mot thong bao tra vé. Nén thuong ching
ta s& kiém tra & nhitng 6 ding nhép (login) dau vao.
Khi nhap mot chudi ki ty ndo d6 ma Kkét qua cua
Server tra vé ¢6 lién quan t6i chudi ma ban nhap thi
rat c6 kha nang trang d6 bi méc 161 XSS [5].

]

Hinh 2.2. M6 hinh tdn céng XSS

Thong thuong ké tin cong (attacker) sir
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dung XSS dé lay cac thong tin quan trong: cookie,
username, password. O day sir dung XSS dé danh
cép cookies ctia nan nhan (victim).
- Céch chen script:
+ Str dung Java script:

javascript: alert(document.cookie) |

+ Dung file.php:

javascript:location="http://hostcuaban/
cookie.php?cookie="+(docum ent.cookie)

Ham location dé chuyén trinh duyét dén 1
trang khac, luc d6 document.cookie s& thay bing
gia tri cookie.

Dbi voi tng dung web mi ngudn mo, ban co
thé tham khao danh sach cac 15 hong cua chuong
trinh cua ban trén céc trang web chtta cac thong
tin v& bao mat nhu securityfocus.com, securiteam.
com... Tuy nhién néu cac website duoc tu viét ma
ngudn thi ban khong thé ap dung phuong phép trén.
Trong trudng hop nay ban cin dén cac chuong trinh
do tim kiém (scanner) tw dong nhu: N-Stealth hay
AppScan, day l1a nhiing chuong trinh quét tim kha
hiéu qua, ban khoéng chi kiém tra duoc cac 16i XSS
ma n6 con cho phép ban kiém tra cac 18i khac trong
Website do, server d6 [5].

C6 rat nhidu cach dé co thé giai quyét van
dé nay nhu:

- Chi chép nhén nhiing dir liéu hop 1¢€.

- Tir chdi nhén cac dit liéu hong.

- Lién tuc kiém tra va loc dir lidu.

2.3. T4n céng tir chdi dich vu DOS

Tén cong DOS 1a mét kiéu tin cong ma mot
nguoi lam cho mot hé théng khong thé sur dung,
hodc 1am cho h¢ thong d6 cham di mot cach dang
ké v6i nguoi dung binh thuong, bang cach lam qua
tai tai nguyén ctia hé thong

Céc kiéu tin cong thugc phuong thirc nay rat
da dang [9]:

- Tin céng chiém dung tai nguyén
(Resource Depletwn) Bang cach lam dung qua
trinh giao tiép cua glao thire mang hodc nhimg goi
tin di thuong, ké tan cong s& chiém dung ngudn tai
nguyén hé thong nhu by nhé (RAM) va bd vi xir Iy
(CPU)... khién cho nguoi ding chia sé khong truy
xuét dugc hé thong do hé théng khong di kha ning
xu ly.

- Tin cong SYN: Bugc xem la mdt trong
nhitng kiéu tan cong DOS kinh dién nhét. Loi dung
so ho ctia thu tuc TCP khi “bét tay ba chiéu”, mdi
khi may khach (client) mudn thyc hién két ndi
(connection) véi may chu (server) thi né thyc hién
viéc bit tay ba lan (three-ways-handshake) thong
qua cac goi tin (packet).
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- Tin céng chiém dung bing thong
(Bandwidth Depletion): C6 2 loai tin cong chinh:

+ Thtr nhat 13 1am ngp bang cach gui lién
tuc cac goi tin ¢o kich thudce 1on dén hé théng nan
nhan, lam nghén bang thong nan nhan.

+ Thir hai 1a str dung mang khuéch dai, ké
tan cong guri thong tin dén mot dia chi phat quang
ba (broadcast), tit ca hé thong trong mang con nan
nhan (victim) trong pham vi truy xuét dia chi quang
b4 s& giri lai hé thdng nan nhan mot thong diép phan
hdi cho may nan nhan chép nhan trao ddi dir lidu.
Phuong phap nay khuéch dai dong luu luong lam
cho hé théng nan nhan giam bang thong dang ké.

C6 ba giai doan chinh trong qua trinh phong
chéng tin cong DOS:

- Giai doan ngan ngira: toi thiéu hoa lwong
Agent, tim va vo hi¢u hoa cac Handler.

- Giai doan dbi déu v6i cude tan cong: Phat
hién va ngan chan cudc tAn cong, lam suy giam va
ding cudc tan cong, chuyén huong cudc tin cong.

- Giai doan sau khi cudc tan cong xay ra: thu
thap ching ctr va rut kinh nghiém.

Cac giai doan chi tiét trong phong chéng DOS:

- Téi thiéu hoéa sé hrong Agent Tu phia
nguoi dung (user), mot phuong phap rat tot dé ngan
ngira tn cong DOS 1a ting ngudi ding mang s& tu
dé phong khong dé bi loi dung tan cong hé thong
khac. Mubn dat dugc didu ndy thi y thirc va ky thuat
phong chéng phai duge phd bién rong rdi cho cac
nguoi dung mang. Cac nguoi dung mang phai lién
tuc thue hién cac qua trinh bao mat trén may vi tinh
ctia minh. Mot sb giai phap tich hop sin kha ning
ngin nglra viéc cai dit doan ma (code) nguy hiém
vao phan cimg (hardware) va phan mém (software)
ctia timg hé thong. V& phia ngudi ding mang ho nén
cai dit va cap nhat lién tuc cac phan mém phong
chéng virus, céc ban stra 161 ctia hé diéu hanh [6].

-Tim va vo hiéu hoa cac b xir ly (handler)
Mot nhan to vo cung quan trong trong tan cong
mang (attack-network) 1a by xur Iy (handler), néu co
thé phat hién va vo hiéu hoa bo xir 1y thi kha ning
phong chéng tin cong DOS thanh cong 14 rat cao.

3. Xay dung hé thong dam bao an ninh Website
cho trwong PHSPKT Hung Yén
3.1. Yéu chu
Thuc hién 5 bude co ban can thiét dé duy tri
an ninh cho Hé diéu hanh (HDH):
e Lap ké hoach cai dat, trién khai HDH may
chu va céac thanh phan khac cho Webserver do.
e Va va cap nhat HDH may chu theo yéu cau.
° Hardenlng (cung héa) va cau hinh HbH
may chu dé giai quyet tuong xtng vén dé an ninh.
e Cai dat va cAu hinh kiém soat bao mat bd
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sung (additional security controls) néu can thiét.

e Kiém tra HDH may chii d¢é dam bao rang
bdn budc trude do giai quyét day du tat ca cac van
dé an ninh.

3.2. Xay dung chwong trinh dam bdo an ninh hé
théng

Mot trong nhitng kiéu tin cong dugc biét
rong rai nhit 13 tin cong thay doi Website.N6
thuong 1a cac ma ddc (virus, worm, trojan, va cac
loai ma doc khac), dugc thiét ké dé xoa bo, stra doi,
hoic thay thé cac trang web trén webserver.

Nhimng cudc tin cong thay doi Website da
dugc thyc hién dé xdm pham tinh toan ven ciia Web
bang mdt trong nhiing hinh thirc sau:

- Thay ddi ndi dung cua trang Web.

Thay d6i mot phan noi dung trang Web.
- Thay thé toan b trang Web.

Str dung lai trang Web cili.

Thay dbi bé ngoai cua trang Web.

- Chuyén huéng trang web.

- Pha huy hodc x6a bd trang Web.

Bai bao dé xuat xdy dung hé thong giam sat
website nham phat hién kip thoi cac cudc tan cong
(¢ trén) bang hé théng da kiém tra duwa trén thuat
toan d4u van tay nhanh (fast fingerprint algorithm)
dé dam bao tinh toan ven ctia trang web dong thoi
tao ra thong diép canh béo c6 ¥ nghia va phuc hoi
lai cac trang web da bi tin cong.

3.3. Ham bim mat ma

Ham bam 1a nén tang cho nhiéu tmg dung
ma héa. C6 nhiéu thuat ton dé thuc hién ham bam,
trong s6 do, phuong phap SHA-1 va MD5 thudng
dugc sir dung kha phd bién tir thap nién 1990 dén
nay [4].

Ham bim mét ma phai c6 kha ning chdng lai
cac loai tAn cong mat ma, tdi thiéu phai dam bao co
3 tinh chat sau:

e Khang tién anh (Pre-image resistance):
V6i mot ma bam h bat ky, kho tim dugc mot thong
diép m nao ma h = hash(m).

® Khang tién anh thi hai (Second pre-image
resistance): Vi mot thong di¢p m, bat ky, kho tim
dugc mot thong diép thir hai m, sao cho m, # m, va
hash(m,) = hash(m,).

e Khang xung dot (Collision resistance):
Khé tim dugc mot cdp thong diép m, va m, sao cho
m, #m, va hash(m,) = hash(m,).

Thuwe hién:

Budc 1: Goi H la trang thai ¢ kich thudc n
bit, f 1a “ham nén” thuc hién thao tac tron khoi di
li¢u véi trang thai hién hanh.

Budc 2: Khoi gan H bang mot vector khoi
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tao nao do.
Buéce 3: H =f(H M) véii=1,2,3,...,s
Khi d6: Hs chinh 1a thong diép rit gon cta
thong diép M ban dau.

nbits nbits 1 bits
| M, | M, | | M, |
n bits H, B, H, mbits
e
Message
Compression Compression Compression U85t
function function function

Hinh 3.1. So @6 Merkel-Damgard

3.4. Thuat toan Rabin Fingerprint

Thuat toan Rabin Fingerprint 1a mdt trong
nhiéu thudt toan Fingerprint thuc hién khoa cong
khai sir dung cac da thuc trén mot truong gidi han
[10].

Thuat toan dugc st dung trong hé théng nhu
sau:

e Déu vio: Tai lidu (trang web cong khai)

e Diu ra: Diu vén tay tai liéu (cac gia tri
bam cua tai liéu do)

Bude 1: Bat dau.

Budc 2: Xir y van ban, xoa hét tit ca khoang
tréng va cac ki ty dac biét (nhu: <>, %,!, ...).

Budc 3: Chia khdi van ban da xtr 1y d6 thanh
céac chudi con c6 do dai K.

//'Sé lugng chudi con c6 d6 dai K va sb
lwong gia tri bdm (mé bam) bang (m-K+1), véim 1a
kich thudc cua tai liéu.

Budc 4: Tinh toan gia tri bam dbi véi mdi
chudi con bang cach tinh H(P) nhu sau:

// H(P) 1a mdt tuyén tinh trong n (n 12 do dai
cua P)

Bué6e 5: Luu lai tit ca cac gia tri bam cua
véan ban.

Bude 6: Két thuc.

3.5. Thuit toan Rabin Fingerprint ci tién

Thuat toan cai tién duoc dé xuit trong hé
thong nhur sau:

Dau vao: Tai liéu (trang web cong khai)

Dau ra: D4u van tay tai liéu (cac gid tri bam
cua tai liéu do)

Bude 1: Bat dau.

Budc 2: Xir ly van ban, xoa hét tit ca khoang
tréng va cac ki ty dac biét (nhu: <,>, %, !, ...) tr ma
HTML (ma trang web) dé thu duoc mot khéi van
ban thuan tay (pure text block).
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Budc 3: Chia van ban M thanh K khéi, mdi
khéi con c6 kich thudce 1a n. K—m/n vo1 m 1a kich
thudc cua van ban M, n la sO nguyén duong cho
trudce 1a kich thude ciia mdi chudi con.

Budc 4: Tinh mi bam H(P) cho cac chudi
con nhu sau:

Khoi tao:
Tr = T[r,,r+n»1];
K=0;
H(s).= Sy T2*S,, T4*S, + ...+ (2n-1)*S ;
While (K<m/n)
{
for (r=K*n; r<=(K*n+n); r++){
Hp(T,)= (Hp(T) + T ) mod p
//Tinh gt bam cho cac chu01 con, p la nt 16n.
!
K++;
}

Budge 5: Luu lai tat ca cac gia tri bam cua
van ban.
Budc 6: Két thuc.

Kich thwéc van ban = 12 ki tw, kich thwéc chudi con =3

ALl fele el {01 ¢ cumpmissm

(L] —— o
[T s
EEE’:—.-;- - 276219

Hinh 3.3. Minh hoa cdi tién gidi thuqdt

3.6. H¢ thong giam sat Website

Muyc dich chinh cia hé thong giam sat
website (Anti Website Defacement System) 1a dé
phat hién bét ky cac cudc tin cong thay d6i web nio
va phuc hdi cac tap tin cia web da bi tan cong. Dé dat
dugc nhiém vu nay, hé théng giam sat website duoc
thiét k& va trién khai trén 2 may cha (Web-server
va AWDS-server) voi 5 hé thong con (subsystem)
dugc tich hgp va co so dir liéu tap trung.

Céac ban sao méi nhit clia cac trang web
dugc luu trlr trong mot khu vue bén ngoai may chu
Web (Web-server), trén mdt may chu khac dat tai
mot ving mang khic. Cac thanh phan d6 va méi
quan hé¢ giir chung dugc thé hién trong so do sau:

Hé théng Builder hoat dong tai AWDS-
server khi hé théng Admin thém vao, chinh stra,
hodc loai bo cac trang web. H¢ théng Builder hoat
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dong nhu sau:

- Tinh toan gia tri bam va cac thudc tinh (tén,
kich thudce cua tap tin, loai, ngay chinh stra) ctia cac
trang web da cho (trang web méi dugc thém vao
hoac trang web dugc chinh stra).

- Luu nhiling thong tin tinh toan vao trong
danh sach luu trir CSDL, va hé théng cung cip
trang web (hé thong Builder) c6 nhiém vu duy tri
bao quan danh sach nay.

- Luu lai cac trang web nay trong thu muc
phuc hdi tai may chit AWDS dé phuc hoi lai trang
web nhu ban dau néu phat hién co sy tin cong lam
thay d6i vé ndi dung.

- Cong bb cac trang web da cho ¢ thu muc
Input tai may cha web.

Hé théng con Multi-checker (da kiém tra) 1a
cong viée chinh ciia hé théng giam sat website, n6
chtra vai kiém tra 1am viéc bén canh thu muc Input
tai Web-server.

Hé théng s& thuong xuyén kiém tra dinh
ky tinh toan ven cta céc trang web dugc cong bd,
va cac trang web quan trong nhu trang chu (index.
html, default.asp, default.aspx...). Do d6 c6 mot
khoang thoi gian lién quan téi mdi tap tin dé kiém
tra lai tinh toan ven [8].

Hé¢ théng hoat dong phu thudc vao mot trong
hai ché d¢ sau:

- Ché d6 kiém tra co ban (basic mode): Khi
hé thong da kiém tra bit diu hoat dong, hé thong
s& kiém tra cc thudc tinh (tén, kich thudc cua tap
tin, loai, va ngay chinh stra) cho trang web hién tai
(trang web dugc luu trong Input) va so sanh n6 véi
trang web da dugc luu trir trude cuia chinh noé trong
CSDL.

- Ché do kiém tra nang cao (advanced
mode): Khi hé théng Multi-checker bét dau hoat
dong, hé thong sé tinh toan tim gia tri bam (st
dung thudt toan cai tién Rabin Fingerprint) cho cac
trang web dugc cong bd (duoc luu trir trén thu muc
Intpub) va so sanh no6 véi trang web da dugc luu trie
trude cua chinh no6 trong CSDL.

4. Cai dat va thir nghiém chwong trinh
4.1. Yéu chu

Chuong trinh thir nghiém dugc phat trién
bang ngdn ngit PHP va hé quan trj CSDL MariaDB.
V6i cdu hinh may st dung 1a:

- Bo xu ly: Intel(R) Core(TM)2 Duo CPU
T6670 @ 2.20GHz

- B6 nhé Ram: 4.00 GB.

- Hé diéu hanh: Ubuntu 16.04

4.2. Thue nghiém
Chuong trinh dugc thir nghiém kiém tra vé
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thoi gian xtr ly cua thuat toan Rabin Fingerprint va
thudt toan cai tién Rabin Fingerprint v6i dir liéu vao
1a 4 website (sir dung ham stopwatch() trong C# dé
do thoi gian xtr 1y cua thuét toan).

Két qua thir nghiém cuia chwong trinh véi 3
trang web vé thoi gian tinh toan ctia thuat toan Rabin
Fingerprint va cai tién thuat toan Rabin Fingerprint
nhu bang biéu sau:

Bang 1. Két qua kiém tra bang Rabit Fingerprint

Website Rabin Cai tién Rabin | Kich
fingerprint | fingerprint thudc
(Thoi gian) | (Thoi gian)

utehy.edu.vn | 00:07:52.26 [ 00:00:00.017 [ 197342
59048 9612

fit.utehy.edu. | 00:10:56.65 | 00:00:00.023 [ 260318

vn 08695 7493

tuyensinh. 00:00:29.77 | 00:00:00.005 | 34798

utehy.edu.vn | 48576 3756

Chuong trinh dugc thir nghiém kiém tra vé
thoi gian xir 1y cia hé thong kiém tra co ban va kiém
tra chi tiét v&i dir liéu vao 1a 3 trang web.

Két qua thir nghiém cua hé thong kiém tra co
ban va kiém tra ning cao nhu bang sau:

Béng 2. Két qua kiém tra ciia hé thong méi

Website Basic mode | Advanced mode | Kich
(Thoi gian) | (Thoi gian) thude

utehy.edu.vn | 00:00:00.00 | 00:00:00.0038 | 197342
13731 273

fit.utehy.edu. | 00:00:00.00 | 00:00:00.0042 | 260318

vn 21435 867

tuyensinh. 00:00:00.00 | 00:00:00.0026 | 96819

utehy.edu.vn | 10857 319

Chuong trinh dugc thir nghiém theo ddi giam
sat da ludng, cing mot lic theo ddi 4 website. Chirc
nang Multi-thread da hoat dong tdt, dua ra dugc
canh béo khi c6 sy thay d6i noi dung trang web.

Chuong trinh dugc thir nghiém kiém tra &
ché do nang cao, da chi ra dugc vi tri thay ddi cua
ndi dung trang web.

4.3. Nhan xét két qua

- Thoi gian xir 1y cua thudt toan cai tién
Rabin Fingerprint 1 nhanh hon rit nhiéu so véi
thudt toan Rabin Fingerprint (dac biét khi kich
thudce trang web 16n).

- Thoi gian xir 1y ctia hé thong Multi-checker
& hai ché d6 kiém tra co ban (basic mode) va kiém
tra nang cao (advanced mode) la tuong duong nhau
vi cung d6 phtrc tap thuat toan.

- Chuong trinh da giam sat dugc su thay ddi
bat thuong ctia website khi theo ddi don tién trinh
(mot website) cting nhu da tién trinh (nhiéu website
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ddng thoi), va da dua ra dugc canh bao hop ly.
- O ché 36 Advanced Mode da chi ra dugc vi
tri thay doi ctia ndi dung trang web.

5. Két luan

Bai bao di gidi thiéu tong quan vé Webserver
va Website, ddng thoi phan tich cac 16 hong an ninh
trén Web dén téi nhimg kiéu tan cong Web phé bién
trén thé giGi, va cling trinh bay cac k¥ thuat phong
chdng cac kiéu tin cong do.

Tai liéu tham khdo

Phan tich siu mot s6 phuong phap dam bao
an ninh Web: Dam bao an ninh HDH webserver,
dam bao an ninh webserver, ddm bao an ninh ndi
dung web, str dung k¥ thuat xac thyc va ma hoa,
trién khai co sé ha ting mang an ninh, quan tri
webserver.

Bai bao da dé xudt, xay dung duoc hé thong
giam sat website c¢6 thé theo doi da ludng (nhiéu
website dong thoi) va c6 thé giam sat dugc nhitng
trang web ddng, dua ra canh bao kip thoi ¢ y nghia.
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RESEARCH AND BUILDING THE WEBSITE MONITORING SYSTEM
FOR HUNG YEN UNIVERSITY OF TECHNOLOGY AND EDUCATION

Abstract:

In the report we present the process of designing, installing and testing a comprehensive security
solution for the website of Hung Yen University of Technology and Education. We can test attack techniques
and anti-hacking websites on the Internet. Research on the use of rabbin fingerprints for the Hung Yen
University of Technology and Education, which can be extended to other websites on the Internet.
Keywords: web security, Rabin fingerprint application, web protected.
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