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UNG DUNG MA HOA VA CHU KY SO TRONG TRAO POI VAN BAN

Pham Xuén Pao', Lé Vin Vinh?, Nguyén Gia Ba?

1 Truong Cao ding Kinh té - Ky thudt Dién Bién
2 Truong Pai hoc Su pham Ky thudt Hung Yén

Ngay nhan: 10/01/2017
Ngay sua chira: 20/02/2017
Ngay xét duyét: 02/03/2017

Tém tit:

Trong cdc giao dich dién tir (Chinh phii dién tir, Thwong mai dién tir,...), chit ky s6 dwoc si dung
nham dap vng yéu cau chirng thuc vé nguon goc va tinh toan ven cua thong tin. Hién nay chit ky so da dwoc

ung dung rong rai trong cac linh vuc Chinh phu dién tw, Thuong mgi dién tu, ...

trén thé gici ciing nhw da

bude dau dege trién khai & Viét Nam. Do do, viéc nghién ciru trng dung md héa va chit ky sé trong trao doi
van ban diung trong cdc co quan cap nha nuwoc va cac cdap la rat can thiet.
Tir khoa: Chir ky so, ung dung chir ky so trong van ban.

1. Dit vin dé

Vi sy phat trién manh mé cia CNTT va
mang Internet hién nay da lam thay ddi can ban cac
hoat dong trong doi sdng xa hoi. Trong do, viéc tng
dung chit ky sd, chir ky dién tir trong cic co quan
nha nudce 1a nhu cdu can thiét trong cac giao dich
trén moi trudng mang, nham phyc vu cong tac cai
cach hanh chinh, timg budc xay dyung chinh quyén
dién t&r. Bén canh do, viéc trién khai ung dung chir
ky s6, chimng thuc s6 ¢ hiéu qua con dam bao an
toan tin cdy cho cac giao dich dién tir phuc vy hoat
dong chi dao, diéu hanh, tac nghiép cua cac co quan
nha nudc.

Chit ky s6 1a thong tin di kém theo tai liéu
dé xac dinh nguoi chu cia tai liéu. Hién tai, chit
ky s khoa cong khai kiéu RSA dang dugc sir dung
kha rong ra1 bay la mo hinh str dung céac ky thuat
mat mi dé gan véi mdi ngudi sir dung mot cap khoa
cong khai - bi mat va qua d6 c6 thé ky cac van ban
s6 ciing nhu trao doi cac thong tin mat. Nguoi sir
dung co thé tu sinh ra hodc yéu cAu mot t chire ¢o
uy tin dugc nha nudc giao trach nhiém cung cap
cip khéa nay. Qua trinh str dung chit ky s6 bao gdbm
2 giai doan, tao chit ky va kiém tra chit ky.

Pé tao ra chit ki cho mot tai liéu, nguoi st
dung ding mot ham bam dé trich rat dic trung ngén
gon cua tai liéu. Pac trung nay duoc goi la ban tom
lwgc. Sau do, nguoi st dung dung khoa bi mat cua
minh dé mé hoa ban tom luge nay va giri kém theo
tai liéu cho ngudi nhan. Pé kiém tra chit ky s6, bén
nhan dung khéa cong khai ciia ngudi giri dé giai ma
ra ban tom lugc dd ma hoa. Sau d6, nguoi nhan lai
tu minh bam tai liéu dinh kém dé 1y ban tom luoc
101 so voi ban tom lwgc vira giai ma. Néu hai ban
nay bang nhau thi bén nhéan c6 thé tin tuong rang
van ban d6 1a do nguoi s hitu khoa cong khai sinh
ra va da ky vao né.
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Tuy vay, viéc ung dung chﬁ’ ki s6 trong trao
ddi van ban dung trong co quan cAp tinh hién dang
trién khal st dung phan mém dé trao doi, tuy nhién
phan mém st dung chwa don gian va thuan tién cho
nguoi st dung.

Véi 1y do trén, bai bao nghién ctru phat trién
mg dung ma hoéa va chit ki s6 trong trao d6i vin
ban c6 y nghia rat quan trong ca vé 1y thuyét va
thuec tién.

2. P6i twong va phwong phap nghién ctru

Déi twong nghién civu:

- Sir dung hé thong chit ky s6 dé chuyén cac
giao dich hanh chinh tir dang c6 dién sang dang dién tir.

- Nghién ctru giai phap xay dung va phat
trién chir ky s6 dé sir dung trong cac hoat dong hanh
chinh ¢ cip tinh.

Phuwong phap nghién ciru:

- Xac dinh céc yéu ciu vé mat hoa va xéac
thuc thong tin

- Nghién ctru vé mat hoa, khéa cong khai,
chir ky s

- Pé xuét giai phap sir dung chir ky s trong
cac co quan hanh chinh

- Phan tich va thiét ké phan mém thir nghiém
hé thdng chit ky s & céc co quan cap tinh.

- Phan tich téng hop mo hinh hoéa thir
nghiém, thuc nghiém.

3. Cac két qua
3.1 Tao khéa

Nhiém vu cuia la tao ra cap khoa bi mat -
cong khai cho nguoi dung tir hai s6 nguyén t6 da
chon trude.

MObi nguoi st dung phai c6 mot cip khoa:
Khoa bi mat ding dé ky, dé giai ma thong tin nhan
dugce va mot khoa cong khai twong tmg dé nguoi
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khac dung trong xac minh cht ky va ma hoéa van
ban giri dén, khoa cong khai dugc thong bao rong
rdi, khoa bi mat dugc nguoi st dung luu gilt bi mat.
Qua trinh tao khoa dugc moé phong nhu Hinh 1.

S8 nguyén td q

G

Khda Cong khai

S8 nguyén t8 p

Khéa Bi mat

Hinh 1. So do quda trinh tao khoa va cdac buoc diroc
thuec hién

Cac budéc thuc hién nhw sau:

Budc 1: Chon 2 s6 nguyén t6 p va q du 16n.
Buwée 2: Tao cap khoa cong khai va bi mat:
-batN=p*qvan=(p-1)*(q-1)

- Chon mot sb tr nhién e sao cho 1 <e<n

va nguyén té ciing nhau véi n tirc 1a GCD(e, n) = 1.

- Tim s tu nhién d thoa man diéu kién 1 <d
<nvae*dmodn = 1. Nghia la d l1a nghich dao cua
e theo modulo n. Dé tim d ¢6 thé str dung thuat toan
Euclid mé rong.

- Xoa p, q va n va lay khoa cong khai 1a (e,
n) va khoa bi mat (riéng) la (d, n).

Buéce 3: Luu khoa cong khai voi tén file
la Keypublic.txt va khoéa bi mat véi tén file 1a
Keyprivate.txt. Cong bd khoa cong khai va giir bi
mat khoa riéng.

3.2. Ky va ma hoa tai liéu

Dé c6 thé trao ddi cac van ban s c6 chir ky
va nhitng van ban mat gita nhiing nguoi cé6 nhu
cau thi nhitng ngudi ndy déu phai co cip khoa cua
riéng minh. Khi mgt ngudi mudn giri cho ai d6 mot
van ban quan trong, doi hoi phai dugc ky xac nhan
chinh danh nguoi giri va néu mudn giit bi mat thi
phai thye hién ma hoa file tai lidu can guri. Nguoi
gui s€ thyc hién ky va ma hoa van ban da ky. Quy
trinh ky va ma héa dugc md phong nhu Hinh 2.

Quy trinh nay s€ tao ra mot file chir ky
(DigitalSignature.txt), gdm chit ky va file tai lidu
da duoc ma hoa.

_l Dit liéu gbe

|

| Ban tom lugc

Khéa cong v
khai cua
ngudi nhan

Khoa bi mat cua
ngudi gui

| Chit ky s6 |

'

Gin chir ky sb vao file da

\4

\mﬁhéa

A 4

File dir liéu da dugc ky Guri cho
va ma hoa > nguoi
nhéan

Hinh 2. So d6 qud trinh ky va ma hoa file dir lieu

Cac Buoc thwc hién nhw sau:
Bude 1:
- Chon khoa cong khai ctia nguoi nhan
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- Chon khoa bi mat cua ngudi gui
- Chon file tai li¢u d¢ ma hoa va ky
Buée 2: Dung ham SHA-1 bam file tai li¢u
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da chon dé thu duoc ban tom luge. St dung thuat
toan RSA véi khoa bi mat ciia nguoi giri ma hoa ban
tom luoc dé co chir ky sd.

Budc 3: Mi hoa file tai liéu bang thuat toan
RSA véi khoa cong khai ciia nguoi nhan.

Buwéc 4: Gop chit ky s6 vao ban tin di mé hoa.

Buwére 5: Gui file da gdp cho nguoi nhan.

Quy trinh tgo chit ki sé dwoc mé phong trong
Hinh 3

Ham barm @e=siKhoa bl mat

Bén
tom lugc

Gan vé&i
Gng digp dir lig

héng digép dlr idu
durgc ky s6

Théng diép dir liéu

Chir ky sb

Hinh 3. Quy trinh tao chit ky s

ISSN 2354-0575

3.3. Gidi ma va xac thue chir ky

Nhiém vu cua modul nay chinh la kiém tra
tinh dung dén cua chir ky sb, ddng thoi giai ma file
dit liéu nhan duoc dé thu duoc ban tin ban dau.

Sau khi nhan duoc mot file dir liéu nao do
¢6 dinh kém chir ky ctia nguoi gui, ngudi nhan phai
giai ma file dit liéu nay dé thu duoc ban tin ban dau
va xac thuc chit ky dinh kém c6 ding ctia nguoi giri
da biét trude. Quy trinh xéc thue chir ky va giai ma
duoc thé hién & Hinh 4.

Chitky sé
Khéa Cong l
khai cha
PP S Gidi mi
ngrn gn
Ehéng dugc
Giai
mi
-
Khéng ding
ngedl gE Cé

Bin tin dién t& |
l Ehéa Bi mit
Giai mi cia ngué
nhin
Ehéng dege Thén
s bao 15i
mi
Ca
Ban tin d3

Luu file dif liéu
nhan dwoc

Bain toam hrge 2

| Két luén

Hinh 4. So d6 qud trinh gidi ma va xdc thue chiv ky
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Cac Buoc thuc hién nhw sau:

Buwéc 1:

- Chon khoa cong khai cua nguoi giri

- Chon khoéa bi mat ctia nguoi nhan

- Chon file can giai ma va xac thuc chit ky

Buwéc 2: Ban tin dién tir o dinh kém chir ky
clia ngudi giri, sau khi nhan duoc s& tach riéng phan
chir ky va phan vin ban (dd dugc ma hod)

Buwéc 3: Dung khoa cong khai (public key)
clia nguoi giri dé giai ma chir ky s cua thong diép,
két qua thu duoc ban tom lwoc 1 (néu khong giai ma
dugc thong bao “khong ding nguoi gui”)

Buwéc 4: Nguoi nhan dung khoa bi mat cta
minh dé giai ma phan vin ban di dwoc ma hod, két

Khoa cong khai &

qua thu dugc ban tin dién tir ban dau va luu dudi
dang file txt (néu khong giai ma dugc thong bao
151).

Bude 5: Xac nhan chit ky bang cach sau:

Budre 5.1: Dung giai thuat bam SHA-1 dé
ma hoa van ban thu duge & Budc 4, két qua thu
duoc 1a ban tin tom lugc thir 2.

Buwoc 5.2: So sanh 2 ban tin tom lugc thu
dugc ¢ Budce 3 va Budce 5.1, ta két luan thong digp
nay la ciia ngudi gl (néu khong gidng nhau két
luan khong ding nguoi gui).

Quy trinh thim dinh chit ki s6 dwoc mé phong
trong Hinh 5

Théng digp dir ligu
duwoc ky sb

hir ky sé

Ban
tém legc

Khdng Gung ngwdi gl

Théng diép dir ligu

Ban
tom luge

N@i dung théng diép
tdan ven

Gifng nhau?

N6i dung théing digp bi thay abi

Hinh 5. Quy trinh tham dinh chir ky s6

3.4. Giao dién va s6 chirc niing chinh ciia chwong
trinh
Man hinh giao dién ciia chwong trinh

Hinh 6. Giao dién chuwong trinh chinh

Chon 2 s nguyén té p va q, ngudi str dung
chon Khéa cong khai va Khéa bi mat dé tao khoa
cong khai va khoa bi mat, dat tén cho 2 cdp khoa
nay, chuong trinh dugc luu trit bang duong dan cua
nguoi dung lya chon cong voi tén file mac dinh 1a
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Keyprivate.txt d6i voi khoa bi mat, Keypublic.txt
dbi v6i khoa cong khai. Nguoi st dung cong bd
khoa cong khai va luu giir khoa bi mat vira tao dugc.
Tao chir ky cho file tai ligu (Ngwoi giri)

Ngudi giri chon khoa bi mét ciia minh dé
thuyc hién ky va chon khoa cong khai cua nguoi
nhan dé thuc hién ma hoa, sau d6 chon Ki tén, két
qua thu duoc file dir li¢u da duogc ky va ma hoa.

mowsanE E : ol
Kidin tribc RSA Trgr

| Private Key  Public Key _ Cortificate

25| iz am 05 09 |2 o
b

201 1180420318081200356 ~ s

P ossss 3347387203924
. =

3710840342753 1043465023 37563310961 752364 5289590522007 |

o

25 Taolknde

T ol T N tra

Hinh 7. Giao dién man hinh thyc hién ma héa va ky
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204 1145420014061 110096« 3450223990293 3693453003 384853 .|
-
=R [ B |
-
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s

3710864034275310434850523
t

Hinh 8. Giao man hinh thuc hién mo van ban

Signature Software

-
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Thuc hién viéc mé vin ban bang cach:
file dir li¢u da dugoc ky va ma hda cé tén la
DigitalSignature.txt trong thu muc nguoi dung
chon.

Kiém tra (Gidi khéa)

Tién hanh giai mi va xac thuc chit ky sd.
Nguoi st dung chon khoa cong khai ciia nguoi guri
dé x4c minh chit ky va chon khéa bi mat ciia minh
dé giai ma file dit liéu nhan duoc, chon Kiém tra,
chon file dit liéu cin giai ma va xac minh chir ky,
chuong trinh sé& thong bao két qua sau khi thyc hién.

Kién tric RSA Trg gidp

3T71086405342753104 34650523
3250329624046271855168618

349422359825336934530933848339
666313387387403924

Hinh 9. Giao dién man hinh thyc hién giai ma va xac minh chiv ky

4. Két luan

Bai bao di dua ra duge so dd tao khoa, tao
chir ky, giai ma va xac thuc chit ky va cac budc thuc
hién va phat trién ng dung bang ngdn ngit Java
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dugc cai dat trén hé ma RSA trong viéc xay dung
lwoc db chir ky s6 va cai dat tmg dung chit ky s6
trong trao ddi van ban vi c6 nhiéu wu diém va dang
dugc ung dung rong rai hién nay.
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THE APPLICATION OF CODING AND DIGITAL SIGNATURES
IN EXCHANGE OF DOCUMENTS

Abstract:

In the electronic trading (e-Government, e-Commerce,..), digital signatures are used to meet the

request for authentication of the origin and integrity of information. Currently, digital signatures have
been widely applied in the fields of e-Government, e-Commerce,... in the world as well as had initially been
implemented in Vietnam. Therefore, the research of application of encryption and digital signatures used in
the exchange of documents in the provincial authorities is much needed.

Keywords: Digital signature, digital signature applications.
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