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Tém tit:

Hién nay, truong PHBK Ha Noi trién khai hé théng thw dién tir phuc vu cho khoang 2000 can bo.
Tuy nhién, qua cong tdc theo doi, gidm sdt hoat dong ciia hé théng thw dién tir, ching t6i phat hién hé
thong thuw dién tir nhdn dwoc sé leong thuw raclon moi ngay. Nhitng thu rdc nay ngodi nhitng thi dwoc sir
dung v6i muc dich quang cdo, thwong mai thi thu rac con drge sir dung dé tuyén truyén chong pha, la
nhitng thu rdac dinh kem dwong link nhiém ma déc, virus doc hai.... Pé cé bién phap phat hién va ngan
chan kip thoi cdc thu rac, dac biét la cac thu rac co ngi dung xdu déc, vi pham phap ludt va dam bao hé
théng luén 6n dinh gitip cdc thay/cé lam viéc hiéu qud trong ddo tao, gidng day, nghién citu, trao déi hop
tac. Viéc dé xuat trién khai hé théng giam thiéu thu rac cho hé théng thu dién tir cua truong Pai hoc
Bdch Khoa Ha Néi la rdt can thiét va cdp bach.
Tir khoa: Spam, ASSP, Linux, BKNET, SMTP.

RS Tai trang web Spamhaus.org (T6 chtrc theo
Dat van de

T . i i ohn div. vige sit d ddi cac ngudn giri thu rac), ¢6 lan van.vn da co
rong vong vai ndm gan day, viéc str dun . z A
“g g . % ﬂy o ‘g trong danh sach top 10 ISP cung cap nhicu rac
Internet no6i chung va thu dién t& noi riéng ngay £ N U S ,
. P . > " nhat. Khéng chi gy thiét hai vé tién bac, thu rac
cang pho bién tai Viét Nam. Mot trong nhiing hé o . n \ s A A .
o T N con lam giam hiéu qua lam viéc, gdy stress, tiéu
qua cua sy phat trién nay la ngay cang cé nhiéu IS . . R . s
N . __°. . _ .~ tonthoi gian cua nguoi lao dong... Nhitng diéu nay

thu rac guri téi cac tai khoan thu dién tir tai Viét . X . e - £ N
= R . . ; cling dong nghia véi viée, nang suat lao dong

Nam (tai khoan c6 duéi .vn). Tinh hinh thu rac S . o . R L
. ) o ., giam, anh huong t6i tinh hinh hoat dong ctia cac co

dang rat phurc tap. Cong ty Dién toan va Truyén so

liéu (VDC) - ISP 16n nhét Viét Nam - cho biét, thu
rac hién nay chiém phan 16n luu luong email qua

quan, tb chirc, cong ty...
Theo két qua diéu tra ban diu coa
VNCERT - B Buu chinh Vién théng hon 1/3 sb

hé thong may chu thu cua ISP nay. . e . x.
; g’ Y . Ay P . nguoi duge hoi khang dinh moi ngay nhén dugc tir
Cac thu phan nan gui dén ISP néu khong A ) " o R
L ] . ] ...~ 20-50% so thu rac mang ndi dung tiéng Viét trén
giai quyét, cac khach hang cua ISP do c6 thé bi liét 2 A , o x. . R
. ] . . i ; tong sO thu rac phai nhan moi ngay, khoang 40%
vao danh sach den, khong giri dugc email ra dia 2 . £ L Al o,
‘ ) , o, : khang dinh trong s6 thu rac tung nhan c6 chira cac
chi nudc ngoai. Mot so ISP cho biét theo danh gia e R . A -
. ] . . .; Lo ndi dung xuyén tac, vi pham thuan phong m¥ tuc,
hang nam, khach hang cta nhiéu ISP & Viét Nam R C e e N N LA
gay hai, ltra ddo, 48,36% nguoi dung khong c6 an

thuong xuyén bi té€ liét do bi li¢t vao danh sach trong gi ddc bict v 33,45% cho réng cc cong ty

den. M&i lan thoat ra khoi danh sach nay ISP phai

. ‘ . dugc quang cdo thong qua thu rac 1a khong co uy
mat mot khoan phi khong ddng mat.

tin thwong hiéu va tiém lyc han ché. Chinh vi su

phat trién manh mé& cua thu rac tai Viét Nam nén
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nghi dinh chéng thu rac chinh pha d4 ra doi va bat
dau co hiéu lyc tir ngay 09-02-2009. 90% ngudi
ding hién nay cam thay kho chiu, birc xtc véi thu
rac, nhung ho khéng biét 1am gi hon 13 cin mén
x6a di ting cai. Cac cudc khao sat véi nguoi ding
ciing cho thiy, 3 yéu cau dau tién ctua nguoi ding
dé d6i pho véi nan nay 1a: can co quy dinh quan 1y
thu rac, can c6 don vi chuyén trach va can nang
cao nhan thirc cong dong.

Khé khiin gip phai: Cudc chién chdng
spam day kho khan, diéu kho khan nhét voi cude
chién chdng thu rac qua email 1a tinh khong bién
gidi cua Internet.Va spam mudn hinh van trang,
dia chi phat tin spam ciing thién bién van hoa.
Viéc st dung bo loc tir khoa hay chan dia chi
email don gian thuong it hiéu qua vi khong theo
kip tdc do “bién hoad” cua spam. Trong cudc chién
nay can dén sirc manh ciia ca cong dong. Trong qua
trinh loc thu rac tiéng Viét, van dé kho khan nhat
1a phai xir Iy dwoc viée tach tir. Mic du, tiéng Viét
gbm cac ky tu La tinh nhung tiéng Viét c6 nhimg
dac trung riéng [1, 2, 3, 4, 5].

Mat khac, dich vu email (thu dién t) la
mot trong nhimg dich vy internet phd dung cho
nhu cdu trao d6i thong tin hang ngay. Tuy nhién,
thu rac (Spam mail) va Virus 1a mot trong nhiing
phién toai va mdi lo ngai cia ngudi st dung dich
vu nay. Theo thong ké ciia mot sé hiang ndi tiéng
trong linh vurc Antivirus thi mdi ngay trén toan thé
gidi c6 khoang 14,5 ty thu rac dugc phat tan
(chiém dén 45% sb luong email trén toan cau mdi
ngay).

Trong quy I cia ndm 2016, theo bao cao
cua Kaspersky Lab [6] s6 luong thu rac dinh kém
mi doc di tang dang ké. Trong hai nim qua, sb
luong virus trén thu rac dugc phat hién trén cac
may tinh sir dung san phdm cia Kaspersky Lab
dao dong tir 3 dén 6 triéu. Vao cudi nam 2015 con
sO nay bét dau phat trién va dau nam 2016 di co
xu hudng ting manh. Trong thang ba, sé luong thu
rac chira virus bi phat hién dat 22.890.956, nhiéu
hon bén lan so véi mirc trung binh cua cing ky

nam ngoai.
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Hién nay trén thé gidi, nhiéu mo hinh da
duogc sir dung dé giam sat, quan 1y thu dién tir bao
gdm céac san pham ma ngudn mo nhu Scrollout F1,
Anti-Spam SMTP Proxy (ASSP), SpamAssassin,
MailScanner, SpamBayes... Nhom nghién ctu da
tap trung vao tim hiéu, nghién ctru vé mot sb
phuong phap ndi troi trén thé gidi, trong d6 co
phuong phap Anti-Spam SMTP Proxy (ASSP) dé
tham khao cho viéc xay dung, trién khai hé théng
phat hién va xu ly thu rac cho MAIL HUST. Vi
ASSP bao gom viéc trién khai cac bién phap phong
chéng thu rac phd bién nhu danh sich tring,
graylisting, SPF, danh sach den DNS, va tich hop
véi ClamAV va FileScan. ASSP ciing thém cac b
loc chinh yéu thuong xuyén, damping, cac tir co
ngudn gdc trong bd loc phan tich ciia Bayesian va
hd tro cho SenderBase, transparent proxying, cac
plug-in dé khai thdc OCR cua céc file dinh kém
cho viéc loc. Viée tich hop tit ca cac tinh nang nay
vao mgt may chu proxy SMTP lam cho cong viéc
cia may cht mail d& dang quan tri hon nhiéu so
voi vide ¢b ging dé két hop mot loat cac cong cu
ca nhan voi nhau trén mot may chu SMTP tiéu
chuan [7, 8, 9. 10].

Cho dén nay, truong PHBK Ha Noi trién
khai hé théng thu dién tr phuc vukhoang 2000 can
bd. Tuy nhién, qua cong tac theo ddi, giam sat hoat
d6ng ctia hé thong thu dién tr, chung toi phat hién
hé théng thu dién t nhan duoc sb luong thu rac
rat 16n mdi ngay (co thé 1én t6i hang trim nghin
thu rac mdi ngdy). Nhimng thu rdc nay ngoai nhimg
thu duoc s dung voi muc dich quang cao, thuong
mai thi thu rac con dwoc s dung dé tuyén truyén
phan dong, chéng pha Pang, Nha nudc, 1am anh
huéng dén uy tin chinh tri cua nhiéu Lanh dao
Pang, Nha nudc.

Dé c6 bién phap phat hién va ngan chin kip
thoi cac thu rac, dac biét 1a cac thu rac c6 ndi dung
xau doc, vi pham phap luat va dam bao hé thong
luén 6n dinh giup cac thiy/cé lam viéc hiéu qua
trong dao tao, giang day, nghién ciru, trao d6i hop
tac, viéc nghién cru md hinh, phuong phap va xay
dung hé théng xir 1y thu rac cho hé théng thu dién
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tr cua truong Pai hoc Bach Khoa Ha Noi 1a rat
can thiét va cap bach.

Pé xuit va xiy dung giai phap cho hé
théng thw dién tir BKNET

Anti-Spam SMTP Proxy (ASSP) la mdt Open
Source phan mém trong danh muc truyén théng duoc
phat trién boi John Hanna. La du an mdy chi nham
muyc dich tao ra mt may chu ma nguén mé nén tang
doc 1ap SMTP Proxy thuc hién ty dong moét danh
sach cho phép, tu hoc Bayesian,
DNSBL, DNSWL, URIBL, SPF, SRS, tan xa, quét

Virus, chén file dinh kém chira ma ddc, SenderBase

Greylisting,

va nhiéu phuong phap loc [11, 12].

Anti-Spam SMTP Proxy "ASSP" 1a mét bd
loc thu rac sir dung cong 25 (SMTP), ¢6 tiry chon
sir dung cong 465 (smtps) va 587 (submission),
thuong & phia truéc cua may chu SMTP. ASSP
chuyén tiép hop thoai SMTP giita mot nguoi giri
dén va may chit SMTP, ngan chan cac hop thoai
khi can thiét. ASSP thuc hién mot sb kiém tra thu
ric va ciu hinh cung cip mot ma 18i 5xx trén tin
nhén thu rac SMTP ngay lap tirc lai cho ngudi gui.
Thu réc c6 thé bi chan khi giri dén hay dbi twong
duogc gan thé. ASSP cung cdp mot danh sach tring
ctia tén nguoi gii cho Bayesian kiém tra trén tiéu
dé va noi dung tin nhan xic nhan ngudi dung sir
dung RFC822 danh sach hay tra ctru LDAP tiép
strc tir HELO kiém tra (khung Sender Policy) SPF
kiém tra DNSBL (DNS Block List) kiém tra st
dung nhiéu dich vu danh sach block tri hodn cua
cac tin nhén dé phat hién nguoi giri Virus.

ASSP duoc quan tri quan ly va gan nhu
hoan toan trong subt d6i voi ngudi st dung. Dic
biét, ngudi ding khong can phai quan 1y bo loc thu
ric hodc cic hé thdng thir thach phan émg cua
riéng ho. ASSP dugc cAu hinh st dung mét giao
dién web. Dbi sb admin_port cung cép cho cac
cong mang dé truy cdp vao menu cdu hinh, mic
dinh 1a 55555.
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Hinh 1. Mb hinh dé xudt

Buée 1: Cai dit hé thong ASSP trén
Windows server 2012 R2. Cai dat méi truong gdbm
nhing phan mém sau:

- Visual C++ 2008 Redistributables: 13 mot
mdi trudng phat trién tichsh op (IDE) dwoc sir
dung dé tao ra cac ung dung Windows trong C,
C++, va cac ngdn ngir 1ap trinh C++/CLIL. N6 cung
cap cho cac nha phat trién mot tmg dung duy nhat
ma ho co thé viét, chinh stra, kiém tra va g& 16i ma
cho san pham cua minh. Méi truong 1ap trinh bao
gdm quyén truy cip vao réat nhiéu thu vién ma
duoc chia sé, cho phép cac nha phat trién sir dung
ma da duoc phat trién cho cac thu tuc cu thé thay
vi phai viét lai tir dau.

- Active Perl:cong cu doc cac file Perl dudi
* pl vi cac exploit thuong dugc viét biang Perl. No
con duge sir dung dé thi hanh cac lénh thong qua
cac file *.pl.

- Win32 OpenSSL: OpenSSL khoéng chi 1a
SSL. N6 c6 kha ning vé cac thuat toan bam
(message digest), ma hoéa va giai ma cac tép, cac
chimg nhan s, cac chit ky s6 va cac s6 ngau nhién
OpenSSL khong chi 1a API, n6 ciing c6 mdt cong
cu st dung dong 1énh. Cong cu dong 1énh nay co6
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thé 1am nhing thtr tvong ty nhu AP n6 ¢ kha
nang kiém tra cac may chii va cdc may khach SSL.

Buwée 2: Két ndi hé thong ASSP va May
chi Email:

- hinh trén giao dién website theo dia chi
IP cua may chu ASSP va may chi Email va cac
port SMTP, SSL theo SMPT Listten Port,
Destination, Relay Host, Relay Port.

- Tao 2 file domain.txt, relayips.txt;
Domains.txt chita tat ca cdc tén mién dugc chap
nhan trén may chil email va Relayips.txt chira tat
ca cac IP cho phép chuyén tiép qua hop thu.

- Thay d6i NAT trén tuong lra dé giri port
TCP/25 (SMTP) cho ASSP thay cho may chu
mail.

- Nhip vao SMTP Connections trén thanh
menu tri, s& co mot tab riéng biét hién thi thong tin
cac két ndi SMTP tryc tiép trong thdi gian thyc.

Buée 3: Tao cac ludng xir 1y thu réc:

Ca phéap: rule number <=>rule_type
<=>recipient <=>replace_with <=>when_sender
<=>next_rule_if <=>jump_target'.

Két qua dat dugc

Nhimg két qua dat dwugc trong qua trinh
thuc nghiém tir hé théng méay chu cua truong dai
hoc Bach khoa 14 rat kha quan. Hé thong log di c6
thé ghi lai nhitg sy kién xay ra trén server mot
cach hiéu qua nhu ngay gio dang nhap vao server,
cac tién trinh xur 1y thu dién tir xdy ra trén server,
va dua ra cac thong bao canh béo vé hé thong rat
chi tiét, rd rang va cu thé.

Qua qua trinh thyc hién thu thdp log cua
may chit ASSP da thu thap duoc cac két qua tét.
Dua vao hé théng phan tich di cho thiy duoc
nhitng loai thu rac, thu chira ma doc guri vao thu
dién tir cia BKNET nhu 1a cac thu quang céo, mua
ban bat dong san cho dén cac thu giri virus ma doc
CTBLocker 1a mot dang ma doc tong tién. Thu
duocgui dudi dang mét tap tin & dang dinh kém,
khi m¢ tap tin nay, may tinh cia nguoi dung s€ bi
kiém soat, cac tép dir liéu dang Word, Excel... s&
bi ma héa va khong thé mé ra duoc. Hacker s& doi
mot khoan tién 16n tir ngudi ding bi nhidm dé gii
khoa g iai ma

Hinh 2. Log cho thdy cdc hoat dong xit Iy thu, thay doi cau hinh, quan tri nguoi dimg ciia ASSP
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Hinh 3. Théng tin cdc két néi SMTP truc tiép trong thoi gian thuc

Ngoai ra hé thdng ¢ chirc nang hién thi cac
két n6i SMTP tryc tiép trong thodi gian thuc ciing cac
thong tin dia chi IP nguoi guri,dia chi thu nguoi guri,
dia chi nguoi nhan; c6 phai spam khong, sb diém
chdm spam. .. nhu trong hinh 3 & trén.

Tu nhitng di liguthu thap dugc da giam
thiéu t&i da dugc cic van dé vé an toan thong tin,
tai liéu ciia nguoi ding tranh mat mat dir lidu, 16
tai khoan khi bi dinh ma doc tir mot thu dién tr
chira ma doc hay hacker dung chinh nhiing thu da
chiém dugc quyén dé gii ma doc di cac thu dién
tir khac trong va ngoai truong. Gitp hé thong duogc
an toan va van hanh 6n dinh hon.

Két luan
Nhom da nghién ciru, trién khai thanh cong

hé thong xir Iy ngan chan nham giam thiéu thu rac

Tai liéu tham khao

ASSP trén co s& xdy dung va tich hop mot sé hé
thong ma ngudn mo, tai Truong Pai hoc Bach
Khoa Ha Noi. Hé théng di va dang dugc st
dunggitp giam thiéu sb lwong thu rac, thu chira ma
doc gitip cho cac can bd yén tim sir dung hé théng
thu dién ti, cling nhu tranh dugc nhiing birc xuc
khi phai nhan nhiéu thu rac, cling nhu viéc c6 mot
hé théng xtr 1y thu phia trudc gitp chia tai viéc
phai xir Iy va gii thu cho hé thong email server
gitip hé théng chay 6n dinh hon. T d6, két hop véi
céc phuong phap loc thong ké va cac ky thuat phat
hién ra cidc mdy bi nhiém ma doc giri thu trong
truong 1am anh hudng dén hoat dong cuia hé thong
thu dién tir kip thoi xir ly va ngan chan, dam bao
an toan va thong tin thong sudt trén toan hé thong.
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RESEARCHING AND BUILDING AN OPEN SOURCE ANTI-SPAM (SPAM-
AVOIDANCE) FRAMEWORK FOR UNIVERSITY’S EMAIL SYSTEM

Abstract:

In recent years, the email system of Hanoi Univeristy of Science and Technology (HUST) has become
more and more important in exchanging information and research activities. However, based on the
monitoring and managing system of email service, we found that the email system received a huge of spam per
day.Beside using these spam (messages) for advertising and trade purpose, they are also used for propaganda
purpose unsuitable and illegal content. Furthermore, they are often attached malicious link, malicious virus
...S0, detecting and preventing spam are necessary to ensure the stability of email system and assist the
teachers working efficiently in training, teaching, research, exchanging information. Therefore, we proposed a
research proposal and built anti-spam solutions for email system of HUST.

Keywords: Spam, ASSP, Linux, BKNET, SMTP.



