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NGHIEN CU'U, XAY DUNG MO HINH
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Toém tat:

Khoang 5 nam tro lai ddy, cac mang may tinh cua cac Truong Dai hoc ¢ Viét Nam trong do co mang
Bdch khoa Network di c¢6 nhitng budc phat trién manh mé vé quy mé va déng vai tré ngay cang quan trong
trong hoat dong trao doi thong tin, hoat dong nghién cvru tai cac trieong dai hoc. Tuy nhién, do dac thu
kinh té va lich sir, cac mang may tinh Campus thuong khong dong bé, cdc thiét bi dwgc bo sung dan dan
véi nhiéu chung loai dén tir cac hang khac nhau. Diéu nay dén dén hiéu nang hoat dong cua mang bi han
ché, viéc van hanh, kiém sodt hé théng gap nhiéu khé khan do sw khong déng bo giita cac thiét bi. Hién nay,
chira cé nhitng nghién cieu, danh gid va giai phap dé toi wu héa hiéu nang sir dung ciia hé thong phit hop
véi ddc thit ciia cae mang nay. Tie d6, chiing téi nghién civu dé xudt va xdy dung gidi phdp t6i wu héa hoat

déng ciia cdc mang nay dé cé thé dp dung cho hé thong mang ciia cdc trieong Pai hoc.

Tir khoa: CactiEZ, Bao mdt, IDS, SNMP, Rsyslog.

1. Pit van dé

Hién nay, Pai hoc Bach khoa Ha N6i (Truong
DHBK HN) c¢6 co sé vat chét véi khu khuon vién
bao gdm cac phong ban va giang duong, cong thém
c4c co s6 nghién ctru ndm rai rac xung quanh khu
vuc Lé Thanh Nghi, Ta Quang Biru. Sé luong can
bd cong nhan vién va sinh vién rat 16n v6i ching
hon 2000 can bd va hang chuc nghin sinh vién. Dé
ting bude dép ung nhu ciu st dung mang ngay
mot tdng cao cua can bd nhan vién va sinh vién,
hé théng mang Bach khoa Network - BKNET da
dugc trién khai va mé rong qua nhiéu nim vé6i hang

tram thiét bi mang nhu Router, Switch, Server...
v6i nhiéu ching loai khac nhau, cing hang nghin
nat mang téa di khip moi ngdc ngach trong khuan
vién rong 16n. Hé thong nay hang ngay dang phai
chiu tai hang nghin luot truy cap Internet tai truong,
va ciing thuong xuyén phai hing chiu cac cudc tin
cong mang v&i xu hudng ngay mot gia tang. Bén
canh d6, thoi gian vira qua, trong bdi canh tranh
chép, xung dot 1anh thd, van hoa, ton gido. Trén moi
truong mang, Viét Nam la mot trong nhitng nudc
chiu anh hudng cua nhing cudc tin céng mang c6
t chirc va quy mé 16n.

Hinh 1. M6 hinh mang cua truong dai hoc
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Céc cudc tin cong vao cac hé thong thong
tin cia co quan td chuc nha nudc nham dat duge
nhfmg muc dich chinh tri, gdy mt uy tin cua ciia co
quan t6 chirc, gy gian doan trong cong tac quan ly
diéu hanh. Pic biét cic cude tin cong cd ddu hiéu
dién ra trong pham vi va quy mo 16n trong céac dip
nghi 1& ctia Viét Nam nhur: trong khoang thoi gian tir
28/8 - 04/9/2014, nham vao ky nghi L& Qudc khanh,
nhiéu trang thong tin dién tir cia Viét Nam bi nhom
tin tic Trung Qudc tin cong. Theo con sb thong ké
ctia BO Thong tin & Truyén thong, c6 khoang 300
websites Viét Nam bi tdn cong trong khoang thoi
gian nay, trong s6 d6 c6 ca cac website ciia co quan
nha nudc (tén mién .gov.vn), cua cac t6 chirc x4 hoi
va clia cac to chirc, doanh nghiép khac.

S6 lwong cac may tinh ¢ Viét Nam la thanh
vién cua mang may tinh ma (Botnet) ngay cang l6n.
Céc may tinh nay thuong bi didu khién dé gui thu
réc, tin nhin rac, tin cong tir toi dich vu phan tan
(DDoS) quy md 16n. Mot s6 s6 liéu dang cha y vé
an toan an ninh thong tin tai Vi¢t Nam qua bdo céo
ATTT ciia cac cong ty an toan thong tin uy tin thé
gidi trong nam 2013-2014 nhu sau (Theo bao céo
ctia Arbor tir thang 11 ndm 2014 dén thang 10 nam
2014): (1) Téng s6 cudc tan cong DDoS phai himg
chiu 1a 861. (2) Bang thong toi da cua luu lugng
tan cong 1a 43,93Gbps, toc do tbi da 1a 6,985M/s.
(3) Quy 2 nam 2014, Viét Nam hung chiu cude tin
cong 6 bang thong 16n nhat 14 43,93Gbps sir dung
hinh thtte tAn cong TCP SYN Flood t6i dich vu Web
trong khoang thoi gian 19 phut, 14 gidy. (4) Quy 3
nam 2014, Vi¢t Nam hting chiu cudc tAn cong co
bang thong 16n nhit 1a 13Gbps bang cach lgi dung
diém yéu bao mat cia giao thuc, dich vu NTP dé
tan cong t6i dich vu Web trong khoang thoi gian 23
phut, 44 giay.

Tir hién trang trén cung v6i hé thong mang
ngay cang duoc mé rong nhanh chong nhung thiéu
tinh ddng bo thdng nhat vé thiét bi va cong nghé,
da tao ra rao can cho viéc trién khai cac hé théng
quan 1y va giam sat mang véi sd lwong 16n thiét bi.
Tir d6 dan dén viéc phai nghién ctru, xay dung mo
hinh gidm ats hoat dong va an toan hé théng mang
cho cac Truong dai hoc sir dung ngudn mé véi cac
nhiém vu nhu sau:

Gidm sat mang giup ngudi quan tri kip thoi
phat hién ra céc truc trdc, su ¢b tir @6 nhanh chong
xtr Iy khic phuc.

Giam sat va hd trg phan tich tinh toan phan
chia tai dé ting hiéu ning sir dung tai nguyén va bing
thong trén toan bo hé théng, tranh duoc hién twong
thét c6 chai cuc b, dam bao cho hé thong hoat dong
duoc thong subt voi hiéu ning cao nhit [1, 2].

Gidm sat va phat hi¢n tham nhép gitp nguoi
quan tri phat hién ra cac thim nhap trai phép nham
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pha hoai hé thong may tinh hay danh cip thong
tin. Tir 6 cung cép cac chic niang thiét yéu giup
nguoi quan tri c6 thé c6 1ap hay vo hiéu hoa cac
cudc tham nhap trai phép hay tin cong pha hoai,
gitip dam bao an toan cho hoat dong trao dbi thong
tin trong toan hé thong [3, 4]. Theo khao sat thyc té
tai Truong DPHBK HN, mét s6 van dé ma hé thong
mang BKNET gép phai la:

- Hé théng mang thudng xuyén bi gian doan
cuc bd do su hong hoc cua céac thiét bi mang hay
tic nghén duong truyén nhung khong dwoc phat
hién kip thoi va khéc phuc hién qua. Co nhiing hién
tugng nhu hong hoc chi dugce biét dén khi duogc bao
cdo tir cac don vi bi anh hudng boi sy ¢d bao lén,
tlr d6 diéu ctr nhan vién di diéu tra tham do. Céc tac
nghén cuc b thuong khong dugce gidm sat va danh
gia theo thoi gian thyc dé ¢ didu chinh chia tai kip
thoi, vi thé su ¢b nay xay ra kha thuong xuyén khi
¢6 su gia ting dot bién lugng ngudi dung hay lugng
thong tin trao ddi trén mot nut mang, hay do virus
mang tan cong. Hién nay, cach khic phuc sy ¢b nay
mang tinh thu cong cham chap, n6 chi dugc thuc
hién sau khi c6 phan anh tir cac don vi, sau do cac
k¥ thuat vién bang chuyén mén nghiép vu cua minh
s& ¢ géng diéu tra va danh gia tinh hinh, dé tir d6
cung ban thao va dua ra g1a1 phap khic phuc. Qua
trinh nay thudng mat rat nhiéu thoi gian va gay trcr
ngai 16n cho cong tac thong tin lién lac cia mot sd
don vi trong pham vi anh huéng cta s cb.

- Hé théng server dich vu bi chiém quyén
didu khién, tir d6 nhirng ké tin cong loi dung tén
mién cua Truong dé di tin cong cac server khac,
lam cho hé théng tén mién cua truong bi liét vao
blacklist. Tao nén mot s6 tinh trang x4u nhu hé
thong mail cua trueong khi giri mail dén cac hé thong
mail khac co thé bi chin lai hodc bi day vao hom
thu réc, 1am gian doan viéc trao ddi thong tin lién
lac. Nhiing hién tugng nhu trén s€ gdy anh hudng
16m, déi khi la khd nghiém trong, d&én cac hoat dong
quan ly didu hanh trong truong va hoat dong trao
d6i thong tin chuyén mén cua giang vién va cac nha
nghién ctru cta trudong véi cac ddi tic bén ngoai.
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- Server website cua cac Khoa, vién bi chiém
quyén diéu khién tir d6 ké tan cong s& phat tan virus
dua trén cac truy cap dén server d6. Cac ngudn lay
tir virus c6 thé chiém doat thong tin cia ngucn dung,
loi dung cac may tinh bi nhidm virus di tin cong cac
server khac trén hé thdng mang Internet. Cac virus
d6 cling c6 kha nang ma hoa cac file tai li¢u trén
may tinh cua nguoi dung (word, excel ...).

C6 thé thdy nhitng van dé trén khong phai
ctia riéng mang BKNET ma n6 13 phd bién cho cac
mang campus cua cac truong dai hoc 16n va co lich
sir phat trién hé thong mang qua nhiéu giai doan
lich sir ma thiéu tinh dong bo vé trang thiét bi cong
nghé. Piém yéu cia cac hé thong mang dang nay la
khé khan trong quan 1y giam sat vi thiéu tinh dong
b6 dé c6 thé trién khai cac hé thong thiét bi giam sat
chuyén dung cta cac hang mét cach hi¢u qua. Boi
cac thiét bi nay chi that sy phat huy hiéu qua khi
duoc trién khai trén mot he thong thiét bi dong bo
do chinh hang nay san xuat mat khéc gia thanh céc
thiét bi nay ciing 1a mot van dé 601 voi ngan sach.

Tur thuc tién d6 da dat ra vin dé can nghién
clru phat trién mot hé thdng quan 1y giam sat cho hé
thong mang BKNET néi riéng hay mang campus
no6i chung. Pam bao hé thdng dwoc giam sat chat
ché theo thoi gian thuc, phat hién va phong ngura
ngin chan sy tin cong mang, c6 kha ning du bao
hay phat hién tic nghén mang va trg gitp quan ly
phan chia tai hop 1y dé nang cao hiéu ning sir dung
bang thong. Pdng thoi, phat hién cac gian doan
trén hé théng mang va dua ra cac chuin doan hop
ly gitp cac k¥ thuét vién c6 thé nhanh chong khéc
phuc, d4p mg nhu cau thong tin lién lac an toan
nhanh chéng va thong sudt trén toan hé thng.

Hién nay, chua c6 mot hé théng phﬁn mén
quan ly va giam sat mang nao toan dién, dap tng
day du nhimng yéu cau néi trén. Chung hodc chi co
chirc ning giam sat ma thiéu chirc nang quan 1y
phan chia tai nguyén, phén chia cin bang tai. V&
chirc nang giam sat thi ciing manh yéu trén timg
khia canh chir khong dap tung dugc day di cac yéu
cau dé trién khai giam sat va ngan chan mot cach
phu hgp va hi¢u qua trén hé thong mang campus o
Viét Nam. Tir thyc trang nay, dan dén nhu cau cip
thiét cAn xay dung va tich hop mot hé thong giam
sat mang toan dién phu hop véi mang cac trudong
dai hoc ¢ Viét Nam, cting nhu mang cia BKNET.

2. Pé xuit va xay dung gidi phap cho hé thong
mang BKNET

Qua qua trinh nghién ciru, chiing t6i nhan thay
mdt hé thdng quan 1y giam sat cho mang campus véi
dac thu riéng ¢ Viét nam phai dugc hinh thanh trén
co s6 tich hop 2 thanh phan hat nhan: (1) Hé thong
giam sat, phan tich, canh bao tin cong mang. Va (2)
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Hé théng giam sat, quan 1y bang thong mang.
2.1. H¢ thong giam sat, phén tich, cinh bao tin
cong mang

Khi cac sy kién nao do xay ra trén mang,
cac thiét bi mang da co cac co ché dé thong bao
cho quan tri vién v6i nhimg thong bao chi tiét vé
hé thong. Cac thong diép nay co thé 1a khong quan
trong hodc quan trong. Quan tri vién c6 nhiéu sy
lwa chon dé luu triv, din ta, hién thi cac thong béo,
va duoc canh bao vé nhiing thong béo ring co thé
¢6 anh huong 16n nhat vé& ha ting mang. Phuong
phap phd bién nhit dé truy cip cac thong béo cua
hé thong thiét bi cung cap mang 1a sir dung mot giao
thtre goi 1a syslog.

Syslog 1a mot thuat ngir ding dé mo ta mot
tidu chuan. N6 ciing duoc sir dung dé mo ta cac giao
thirc duoc phat trién cho tiéu chuin do. Giao thuc
syslog dwoc phat trién cho cac hé thdng UNIX trong
nhitng nam 1980, nhung 1an dau tién duoc ghi nhan
nhu RFC 3164 béi IETF trong nam 2001. Syslog
sir dung cong UDP 514 dé giri tin nhin thong bao
su ki¢n qua mang IP cho nguoi thu gom thong béo,
nhu minh hoa trong hinh [5, 6].

Nhiéu thiét bi mang hd tro syslog, bao gdm:
routers, switches, application servers, firewalls, va
céc thiét bi mang khac. Giao thirc syslog cho phép
cac thiét bj mang dé giri tin nhin hé thong cia ho
trén mang dén cac may chu syslog. C6 thé xay dung
mdt (OOB) mang dac biét out-of-band cho muc
dich nay. C6 nhitng gbi phan mém may chu syslog
khéc nhau cho Windows va UNIX. Nhiéu trong s6
d6 12 phin mém mién phi [7, 8].

Dich vu ghi syslog cung cip ba chirc ning
chinh: (1) Kha nang thu thdp thong tin dang nhap
dé theo dai va xir Iy su cd. (2) Kha niang chon cac
loai thong tin ddng nhap ma bi ghi lai. (3) Kha nang
xac dinh nhitng diém dén cua thong diép syslog bi
ghi lai. Tir 6 hé théng chung t6i mudn trién khai tai
Truong DPHBK 13 “Thiét lip hé thong Log Server
sit dung Rsyslog va LogAnalyzer trén ma nguon
mo Linux 6.4/6.5”.

Hé théng nay dua trén thuat ngit SIEM
(Security Information and Event Management)
hay con goi 1a hé théng bao mat thong tin va quan
Iy sy kién 1a thuat ngit cua dich vu va san pham
phan mém két hop cta quan 1y thong tin bao mat
(SIM) va quan ly su kién bao mat (SEM). Cong
nghé SIEM cung cdp phan tich thoi gian thuc tao
cac canh bao vé bao mat bang phan cimg mang va
cac mg dung. Trong d6 hé théng Log Analyzer 1a
hé théng SEM sé& thu thap log tir cac thiét bi may
chu linux, window dya vao do dé phan tich va dua
ra cac canh béo cho nguoi quan tri mang dé kip thoi
khic phuc su cd va sua cac 161 vé bao mat nham
nang cao tinh an toan, 6n dinh cia hé théng mang.
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2.2. H¢ thong giam sat, quan ly bing théng mang

Hién nay, Cacti va Nagios Core 1a hai giai
phap ma nguén mo hoan toan mién phi véi nhiéu
chuc nang manh mé& cho phép quan ly bang thong
két ndi, tinh trang hoat dong cua céc thiét bi, trang
thai cua dich vu trong hé thong mang. Nhiéu tinh
nang trén Nagios Core va Cacti con dugc danh gia
cao hon céc san pham thuong mai.

Tuy viy, trong ca hai phin mém déu co
nhitng nhugc diém riéng ctia minh nhung khi ket
hop ca hai lai sé& tao thanh mot giai phap ma ngudn
mé gan nhu hoan chinh. Chinh vi vay cac nha phat
trién trén thé gidi da nghién ctru va ra doi CactiEZ,
giai phap mi ngudn mé két hop ca hai phan mém
Cacti va Nagios Core tao nén sy hoan chinh cho hé
thong quan 1y va giam sat mang [10]. Cac hé thong
phat hién thdm nhap hién nay hoat dong doc lap voi
hé théng giam sat mang trong khi hai hé théng nay
¢6 su bo sung cho nhau, 14 cac thanh phan chinh
trong quan trj mang. Viéc xay dung hé thong phat
hién tham nhap phu hop véi mang Campus quy mo
16n va tich hop véi hé thong giam sat mang 1a nhu
cau dang ngay mot 16n.

CactiEZ duogc phat trién va san xudt boi
Jimmy Conner, mot nha phat trién dam mé véi
Cacti va Plugins ctia n6. CactiEZ khoi dau 1a mot
du 4n tao mot phan mém don gian dé trién khai may
chu Cacti, Nagios mét cach nhanh chéng nhét va dé
dang cai dat. CactiEZ hoan thanh ty dong hda voi
cAu hinh t4i thiéu can thiét 1a myc tiéu chinh cua du
an. Ké tir 46 n6 da phat trién vé pham vi va cach st
dung, va da dugc sir dung boi nhidu cong ty co quy
mo 16n va ca quy mo nho dé trién khai cac may chu
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Cacti [9]. CactiEZ 1a sy két hop cua hai hé thong
mé ngudn mé tot nhét 1a Cacti va Nagios. Phat huy
tat ca cac rru diém va bu trir nhitng nhuoc diém cho
nhau tao ra mot hé thong quan 1y mang hoan hao.

- Lén ké hoach va cdu hinh thiét bi: (1) Xay
dung hé théng giam st mang cho mang véi quy mo
dén tat ca port trén thiét bi. (2) Xay dung hé thng
giam sat hi¢u nang ciia mang cho phép do luong céac
tham s6 hiéu ning nhu bang thong, CPU, d6 sin sang
ctia cac thiét bi... (3) Xay dung, phat trién hé thong
twong tac, canh bao sy cb kip thoi cho ngudi quan
tri mang thong qua céc con dudng nhu email, SMS.

- Ap dung thir nghiém trén mot ving mang
nho, danh gia. Sau do, 4p dung vao modi truong
mang BKNET, thu thap va so sanh cac két qua: (1)
Ban d4u tién hanh thir nghiém ngay trén ving mang
cua Trung tam Mang Thong tin. (2) Sau dé cai dat
trén tat ca cac thiét bi co thé st dung cac giao thuc
quan ly nhu SNMP cho Router/Switch, NRPE cho
Linux/Unix, NSClient++ cho Windows. (3) V& so
dd bang thong téng thé toan truong DPHBK Ha Noi.

- Panh gia chung v& hidu qua véi moi truong
thuc té, tir d6 dua ra phwong hudng phat trién trong
tuong lai: (1) Hiu qué ctia hé thong s& dugc danh
gia thong qua cac sb liéu thong ké va so sanh voi
mdt so h¢ thong dién hinh khéc. (2) Nghién ctru,
xdy dung hé thong tinh toan muc do s dung tai
nguyén mang cua tung ngudi dung, ting nhém
nguoi dung trong mang. (3) Nghién cuu, xay dung
hé thong phat hién cac thim nhap trai phép.

3. Két qué dat dwge
3.1. Chitc ning phan tich, giam sat, canh bio tin
cong mang
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Nhing két qua dat dugc trong qué trinh thuc
nghiém tir hé thong may chu cua truong dai hoc Bach
khoa 1a rat kha quan. Hé thong log d co thé ghi lai
nhirng su kién xay ra trén server mdt cach hi¢u qua
nhu ngay gm dang nhap vao server, cac 16i ciia hé
thong, cac tién trinh co ban xay ra trén server, va dua
ra cc thong bao canh bao vé hé thong rat hiéu qua.

Qua qua trinh thyc hién thu thap log cua

| I I
.'.:” .'t' ¥ i' 'II.'.‘."

cac may chi linux da thu thap dwoc cac két qua rat
t6t dyra vao hé thdng phan tich da cho ta thiy dugc
nhiing kiéu tin cong vao may chu tai mang BKNET
nhu 1 brute force 14 kiéu tin cong thir password ciia
cac may chu dé chiém quyén diéu khién.

Sau khi phat hién cac ddu hiéu thi Log server
s& dua ra canh bao bang cach dua ra cac thong ké
dua trén biéu d6 kha chi tiét nhu Hinh 4 dudi day.
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Hinh 4. Cdc report ciia hé thong giam sat, canh béo tin céng mang

Tu nhing dir li¢u thu thdp duoc da giam
thiéu t6i da dugc cac van dé vé bao mat dugc néu
rao ph?ln trudc. Giap hé théng duoc an toan va van
hanh 6n dinh hon.

3.2. Chirc nang giam sat, quan ly bang thong mang

Heé thong c6 kha ning thiét lap SMS, Email
dé guri canh bao dén ngudi quan tri thong qua tin
nhén trén thiét bi di dong hodc hom thu. Hé thong
¢6 chirc nang tap hop log, dua ra thong ké theo
ngay, tuan, thang viéc sir dung bing thong cua timg
Port trong hé théng. Hé thong chia bao cao log cac
port ¢6 su thay ddi theo ting gid mdi ngay.

Heé théng v6i chirc ning giam sat viéc giao
tiép cua céc dia chi IP ndi bo véi cac IP bén ngoai,
dua ra thong ké vé murc d6 thuong xuyén sir dung
dé két ndi t6i dau. Tir d6 nguoi quan tri o thé biét
duoc viéc su dung hé théng mang c6 ding muc dich
hay khong ctia ngudi dung dé ¢6 thé dua ra cac canh
bao hay ngan chan.
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4. Két luin

Nhom da nghién ctru, trién khai thanh cong
hé théng quan 1y va giam sat mang campus, trén co
sO xay dung va tich hop mot s hé thong ma ngudn
md, tai Truong Pai hoc Bach Khoa Ha No¢i. Hé
thong di va dang duogc str dung dé quan 1y va giam
sat cac thiét bj Router, Switch, Server cua Truong,
ddng thoi theo doi dé phat hién kip thoi cac thiét b
treo, hong trong phong may cha. Tu do, giap dam
bao céac cong doan xr 1y, khéc phuc su ¢ duoc sém
nhit, dé khong gian doan cic t6i cong viéc nghién
cuu, giang day va hoc tap cua cac don vi trong toan
truong. Mat khéc, viéc thong ké sir dung bang thong
cua cac don vi trong truong gitp cho nguoi quan tri
phat hién bang thong vuot qua cho phep hoéc khong
on dinh. Tir d6, két hop véi cac hé thong quan tri
mang phét hién ra cdc may bi nhiém ma giri géi tin
lam anh huéng dén viéc truy cdp mang dé cé thé
ngan chan va c6 1dp, ddm bao an toan va thong tin
thong subt trén toan hé thong.
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RESEARCHING, BUILDING NETWORK ACTIVITIES AND SECURITY MONITORING
SYSTEM FOR UNIVERSITIES BASE ON OPEN SOURCE

Abstract:

About 5 years recently, computer networks of universities in Vietnam, where in Bach khoa Network
has developed strongly in scale and plays a more and more important role in such activities as exchanging
information, doing research in universities. However, due to the features of economics and history, campus
networks are usually inconsistent, i.e. the equipment is added up gradually with many types from different
companies. As a result, the performance of the networks has been limited; their operations, controlling the
systems have met many difficulties because of the inconsistency of the equipment. Currently, there have not
been any researches, evaluation, and solutions to optimize the using performance of the systems which are
suitable with the characteristics of these networks. Thence, we did a proposal research and built solutions
applicable for campus networks.

Keywords: CactiEZ, Security, IDS, SNMP, Rsyslog.
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