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Tém tat:

Kién triic tinh todn song song dira trén hé thong cum mady tinh sir dung Hadoop framework trong vai
nam tré lai day nhdn dwoc sw quan tam rdt I6n vi khd nang tinh todn va mé réng ciia hé thong khd thudn
loi va dé dang, ddc biét la trong xit Iy dit liéu cye 1om Ién tm hang Tera-byte hay tham chz la Peta-byte. Tuy
nhién, hiéu nang cia kién triic nay phu thudc vao nhiéu yéu t6 nhw cai dat thudt todn, toi wu héa cdu lénh
HiveQL, kién triic cluster, v.v... Bai bdo nay sé dé xudt giai phap sir dung kién tric tinh todn song song Hive
trén nén Hadoop cho bai toan xit Iy luong goz tin trong mang nham phat hién sw cé mdt ciia Virus dong thoi

phan tich va dwa ra mét sé bién phdp cdi tién hiéu ndng cho hé thong tinh todn.
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I. GIOI THIEU

Trong linh vuc phan tich cac thong tin di
chuyén trong mang (Network Traffic), phuong phap
giam sat dua trén cac ludng (Flow) 1a mot trong
nhiing phuong phap duoc st dung rat rong ri. Viéc
phan tich ludng c6 thé giup chung ta: phat hién duoc
su ¢6 mat cua Virus, tn cong DDoS, phat hién mét
can bang tai, mirc d6 st dung, v.v... Ly do ngudi ta
st dung phuong phap nay do la bai vi n6 khong di
vao phan tich ndi dung cta goéi tin (Packet Content)
ma di vao phan tich cac thong tin cong khai lién
quan dén ludng géi tin d6, vi du nhu: Dia chi ngudn,
dia chi dich, céng nguén, céng dich, loai giao thtrc,
kich thudc géi tin, v.v... Cac thong tin nay c6 thé
bat (capture) boi cac router hodc cac cong cu phan
mém theo dbi chuyén dung. Mot sé cong cu bét goi
tin dugc dung phd bién nhu [1,2,3].

Tuy nhién, cac cong cu phan tich theo
phuong phap truyén thong gip mot trd ngai rat 16n
d6 1a luu lwong goi tin trong mang s& rat 16m, co
thé 16n t6i hang Giga-byte hodc tham chi 13 hang
Tera-byte, Peta-byte tuy theo quy mo6 va mirc do st
dung cua mang. Vi du nhu [4], trung binh mot ngay,
dung luong thong tin bt vé vao khoang 40 GB. Véi
dung lwong 16n nay, cac cong cu hién hanh gan nhu
1a khong thé phan tich dugc trén mot tram xtr 1y
don lé.

Gan day, mot hudng tiép cdn méi trong viée
xur 1y dir liéu 16n (big data) d6 1a song song va phan
tan hoa qua trinh xir Iy va luu trt st dung Hadoop
Framework. Hadoop dugc phat trién boi Google,
Yahoo, Facebook,... va dd cho nhirng két qua rat
kha quan. Theo két qua danh gia nam 2013,...
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Hadoop dé vé nhét khi sap xép 102.5 TB mét 4.328s
vai 2100 nodes [5].

Trong bai bao nay, ching t6i s¢ dua ra mo
hinh xir 1y ludng goi tin trén nén tang Hadoop
Framework & ph?in II. Phén III s& dé cap mot nén
tang khac 1a Hive Framework [6] duoc phét trién
trén nén Hadoop dé lam don gian héa twong tac
giita nha phat trién va Hadoop, sir dung céc cau 1énh
tuong tac gidéng nhu truy van SQL quen thudc. Phin
IV s& dé xuat mot cach lam ting hidu qua xir 1y khi
két ndi cac bang dit liéu trong Hive bang cac ham ty
dinh nghia. Phan V sé tién hanh thir nghiém va danh
gia dé xuat dugc dua ra ¢ phan IV ching minh tinh
hiéu qua vé hiéu ning cta hé thong

II. XAY DUNG MO HINH XU LY LUONG
GOITIN
1. Ludng goi tin (Network Flow)
Trong mdi truong mang, cac tram trao do6i

v6i nhau bang cach giri cac goi tin, mdi goi tin ngoai
ndi dung bén trong thi luén kém theo cac thong tin
dinh tuyén nhu dia chi ngudn, dia chi dich, cong
ngudn, cong dich, kich thudc goi tin, kiéu goi
tin, thoi gian, loai giao thuc dugc st dung, v.v...
Céc thong tin nay hoan toan c6 thé bat dugc bang
cc phan mém giam sit mang nhu Wireshark [6],
TepDump,... hodc cac thiét bi phan cimg chuyén
dung [7] hodc bang chinh cac router Cisco ddi méi
c6 tinh nang goi la “Flow Export” [8].

2. M6 hinh xir ly

Dudi day 1a mo hinh dé xuét cho viéc bat va
xtr ly luong goi tin, két hgp gitra Router va Hadoop
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framework.

Tai day, cac goi tin di qua sé dugc Router
bét lai va Export t6i dia chi dich da dugc cau hinh
trudce.

Céc ludng go6i tin ndy s& duoc luu va xu Iy
trong hé thong Hadoop. Két qua xtr 1y cua hé thong
Hadoop duoc két xuat ra mot file text.

3. Hadoop Framework

Hadoop [9] 1a mot hé théng cho phép
lwu trir dir lidu trén hé thong file phan tan HDFS
(Hadoop Distrbuted File System) tai cac ntit (Node)
va xu ly dir liéu nay thong qua mot framework la
MapReduce. MapReduce ¢6 hai ham chinh la ham
Map (Mapping) va ham Reduce. Hai ham nay sé&
dugc nguoi dung viét lai tuy thudc vao bai toan cy
thé. Tuy nhién, viéc tuy bién st dung 2 ham nay
khéng phai luc nao ciing dé dang. Vi vay, dé thuan
tién, mot Framework khac 1a Hive [10] dugc phat
trién dong vai trd trung gian gitra nha phat trién va
Hadoop nhdm don gian hoa trong viéc viét hai ham
Map va Reduce. Nha phat trién khi dé c6 thé khai
thac d& dang hé thong Hadoop thong qua céc cu
1énh HiveQL véi cu phéap tuong ty ngdn ngir truy
véan SQL.

III. PHAN TiCH LUONG GOI TIN VA PHAT
HIEN VIRUS VOI HIVE FRAMEWORK
1. Phat hién sw c6 mat ciia Virus thong qua phan
tich ludng géi tin

Nho vao viéc phan tich thong tin cua cac
ludng gbi tin, ngudi ta hoan toan c6 thé dua ra duge
cac thong tin rt c6 ich, nhu: Phét hién sy c6 mit
cua Virus, phat hién cac cudc tan cong DDoS, murc
do tai trén cac tram hay cac bao cao hitu ich khac
cho nguoi quan tri mang.
1.1. Phat hién sw c6 mat cia Virus

Thong thuong, cac tng dung chay trén moi
truong mang déu sir dung cac cong dinh sin (80 cho
web, 21 cho FTP, 23 cho Telnet, 110 cho POP3...)
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Hinh 1. M6 hinh xir Iy luong gdi tin
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Nhur vdy, néu khi kiém tra cac goi tin c6 dia
chi cong dich khac véi cac cong dinh sin & trén thi
rat c6 kha niang d6 1a cac goi tin chira Virus. Vi du:
Virus WinCrash ding cong 3024,Virus MicroSpy
dung cong 3031, Virus Delta Remote Access ding
cong 3119.

1.2. Phat hi¢n tén cong tir chéi dich vu - DoS

Ban chit cua tin cong tur chdi dich vu DoS
d6 chinh 1a viéc rat nhiéu may tinh ciing guri yéu cau
dich vu t6i mot may nhét dinh. Noi cach khéc 1a cac
ludng gbi tin s& co cong ngudn gidng nhau nhung
déu c6 cong dich giéng nhau. Nhu vy, dé phat hién
xem c6 kiéu tin cong nay hay khong thi c6 thé kiém
tra xem tong sd tram (dia chi ngudn) truy cap dén
cung mot céng cua dia chi dich c6 vuot qua mot
ngudng cho phép nao d6 hay khong?. Néu con s
nay 16n qua mot ngudng cho phép thi rit co thé két
luan 12 bi tAn cong DoS.

2. Phin tich ludng géi tin v6i HiveQL

V6i HiveQL, viée xir Iy cac yéu cau & trén
kha don gian bang cac ciu 1énh HiveQL.

Gia thiét thong tin vé cac luong dugc luu
trlt trong mot bang trong Hive 1a tblFlows(SrclP,
DstIP, SrcPort, DstPort) va danh sach Virus da
biét duogc luu trit trong bang tblVirus(VirusPort,
VirusName).

- Khi d6, dé phat hién sy c6 mit ctia Virus
trong cac ludng, co thé dung cau 1énh (i):
SELECT DISTINCT  SrcIP,DstIP,
DstPort, Virusname
FROM tblFlows F JOIN tblVirus V
ON FE.SrcPort=V.VirusPort

SrcPort,

- DPé phat hién c6 tan cong DoS hay khong,
¢6 thé dung cau 1énh sau day dé dua ra cac tram da
sir dung qué nhiéu cong (Thread) dé truy xuét vao
cung mot tram dich. Tu Kkét qua két xuét theo thir tu
giam dan c6 thé biét dugc cac may ngudn kha nghi
tan cong DoS (ii):

SELECT SrclP, DstIP, DstPort, Count(*) C
FROM tblFlows GROUP BY SrclP, DstIP, DstPort
ORDER BY C DESC LIMIT 100;

IV. PE XUAT CAI TIEN HIEU NANG BANG
HAM TU PINH NGHIA
1. Ham ty dinh nghia trong HiveQL

O day, kich thudc cua bang tblFlows thudng
la rat 16n (big huge), c6 hang tri¢u tham chi hang
ti ban ghi, vi vay khi xuat cau 1énh két noi voi mot
bang khac thi toc do xur 1y s€ rat cham va tiéu ton
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rat nhiéu tai nguyén khién cho hiéu nang chung ciia
toan hé théng giam dang ké.

That may mén 1a HiveQL cung cép mot co
ché cho phép ngudi ding c6 thé tu dinh nghia mot
s6 ham va cho phép goi cac ham nay ngay trong cau
1énh HiveQL, kiéu nhu:
SELECT * FROM
MyFunction(DstPort) = 80;
Trong do: MyFunction 1a ham do nguoi dung tu
dinh nghia, viét bang ngon ngir Pert, Java. ..

tblFlow ~ WHERE

Cach dinh nghia va goi ham tu dinh nghia
nay co thé tham khao trong [11].

2. Cai tién hi¢u ning véi ham do ngudi ding tw
dinh nghia

Khi thuc hién két ndi giira hai bang & trén,
gia st kich thudc cta bang lon chira N ban ghi va
cua bang nho chtra £ ban ghi, thi vé ban chat, Hive
s& quét toan bd N ban ghi va v6i mdi ban ghi nhan
vé s& so sanh v6i k ban ghi trong ban nho. Nhu vay
sb phép so sanh ma Hive thyc hién trong cau Iénh
SELECT sé& 1a N x k phép. Do d6, véi s6 N cuc 1on
thi du k£ ¢6 nho (c& hang tram hodc nghin ban ghi)
thi s phép so sanh ciing s& vo cung 16n.

Dé giam s6 phép so sanh nay, mot phuong
4n ma bai bao dé xuit d6 1a giam thoi gian so sanh
gilta mot ban ghi nhan dugc trong N ban ghi véi k
ban ghi trong bang nho thong qua co ché ham tu
dinh nghia, trong d6 viéc so sanh nay s& mét thoi
gian 14 hang s6 O(1). Ly do thuc hién dugc didu nay
d6 14 do k kha nho nén ta hoan toan cé thé dua vao
mot cau triic bang bam (Hash Table) va nhu vay,
thoi gian tim kiém va so sanh chi 1a O(1).

Cac budc thuc hién nhu sau:

Budc 1: Xay dung mot 16p (Class) trong
Java.

Budc 2: Nap bang nhé chira £ ban ghi vao
mét cau tric Hash trong ham khai tao

Budc 3: Cai dat (Overload) ham evaluate
trong Java, nhan tham s6 1a gia tri khoa can kiém
tra, va tra vé true néu thiy khoa d6 ton tai trong
Hash va false néu ngugc lai.

Budc 4: Khai bdo ham nay véi mot tén bi
danh (vi du IfExistInTable) trong Hive va st dung.

Nhu vy, cdu 1énh kiém tra sy xuat hién cua
Virus ¢ trén:

SELECT DISTINCT  SrcIP,DstIP,
DstPort, Virusname

FROM tblFlows F JOIN
F.SrcPort=V.VirusPort

C6 thé viét lai nhu sau ma khong can két nbi
bang nhu sau:

SrcPort,

tblVirus V. ON
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SELECT DISTINCT SrcIP,DstIP, SrcPort,
DstPort, Virusname
FROM tblFlows WHERE

IfExistInTable(SrcPort)
Theo cach nay, ta ¢ thé ap dung cho truong
hop két noi 3 bang, 4 bang v.v...

V. THU NGHIEM, PANH GIA
1. Méi truong thir nghiém

Trong nghién ctru nay, ching toi tién hanh 2
thtr nghiém:

+ Thir nghiém thir nhat dé cho thay kha ning
xtr 1y dit lidu rat 16n ciia hé thong xir 1y trén nén
Hadoop so véi cac cong cy thong thuong, vi du:
Flow Tools.

+ Thir nghiém thir hai cho thdy hiéu ning
dugc cai tién 1 rét giita phuong 4n dé xuét cua
chung t6i so véi tbe do xir Iy thong thuong khi co
két ndi bang trong cau 1énh HiveQL.

MBoi truong phan cting va phan mém ding
thtr nghiém:

» Hadoop cluster: 1,2,4,8 nodes; Data node:
Intel Xeon@2.4GHz, 12 GB RAM

* Flow-tools: Version 1.6.8;

2. Két qua thir nghi¢m
2.1. Két qua thir nghiém giita Flow Tools va
Hadoop

Dua ra danh sach céc cong dich (Destination
Port) sir dung nhiéu bang thong nhét (nhiéu packets
nhit) — Yéu cau nay con goi la “Destination Port
Break Down™:

- Céau lénh trong cong cu Flow tools la:

flow-stat —f5 -S2 < LogFile.flow

- Cau lénh trong HiveQL la: SELECT
dstPort, count(*), sum(packets) P FROM
FlowLog GROUP BY dstPort ORDER BY P desc;

Destination Port break down

00 Flow-tool and 1,2,4,8 nodes hadoop cluster
w
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~ 250
|+
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Hinh 2. So sanh kha nang xw ly ciua cong cu hién
hanh voi Hadoop
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2.2. Két qua thir nghiém giira diing két ndi thong
thwong (goi 12 Common Join) va két ndi thong
qua ham ty dinh nghia (goi l1a UDF Join) sir dung
cum Cluster 4 nit va 8 nit xir ly
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Hinh 3. So sdnh toc d¢ xir Iy khi két néi bang trén
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Hinh 4. So sdnh toc d¢ xir Iy khi két néi bang trén
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Hinh 5. Tai nguyén bo nho dwoc swr dung
gitta UDF Join va Common Join
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3. Panh gia

O Hinh 2 cho théy, khi di liéu nho thi cac
cong cu xur 1y trén may tinh don 1¢ hién nay nhu
Flow Tools cho hiéu qua rét tot va dua ra két qua
gan nhu tte thi. Tuy nhién, khi dit liéu tro 18n rat 16n
(trén 150 triéu ban ghi) thi cac cong cu nay khong
¢6 kha nang xur ly va bi treo.

Hinh 3 va Hinh 4, cho thay hiéu qua xt ly
tang 1én 1o rét khi ta thuc hién két ndi bang theo dé
xuét ciia bai bao so véi két ndi théng thuong. Thoi
gian ting 1én rat cham ngay ca khi kich thudc dau
vao tang manh. Trong khi d6, ddi voi két ndi thong
thuong thi thoi gian s& tang dot bién khi diu vao dat
ngudng nhat dinh.

Hinh 5 ciing cho thdy tinh hiéu qua vé& mat
tai nguyén bo nh¢ khi sir dung két ndi thong thuong
so v6i két ndi dung ham ty dinh nghia theo dé xudt
cua bai bao.

VI. KET LUAN

Bai bao di cho thiy rd kha ning 4p dung nén
tang Hadoop trong viéc xtr 1y dir liéu 16n 1a hudng
di rat hira hen va c6 nhiéu wu thé so véi cc cong cu
san co hién nay. Piac biét, khi két hop vai Hive thi
kha nang khai thac sic manh ctia Hadoop s€ cang
tang 1én va giai quyét duoc nhiéu bai toan thuc té,
trong d6 viéc phén tich ludng goi tin trong mang
phuc vu cong tac bao mat, quan tri mang la mot trng
dung tiéu biéu.

D2 xuét cua bai bao vé viéc loai bo két néi
thong qua co ché ham tu dinh nghia c¢6 thé 4p dung
dé xir 1y cac truong hop c6 két ndi 2 bang, 3 bang
V.v... ngodi ra ciing c6 thé ap dung dé xay dung cac
cau 1énh quen thugc nhu IN, NOT IN trong SQL
nhung HiveQL hién chua ho tro.
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PERFORMANCE ANALYSIS OF PARALLEL COMPUTING ARCHITECTURE
USING HADOOP FRAMEWORK

Abstract:

Parallel computing architecture based on PC cluster systems using Hadoop Framework in the

past few years received great attention because of the computing power and expansion of the system is
quite favorable and easy, especially is in handling extremely large data amounting to Tera-bytes or even
Peta-bytes. However, the performance of this architecture depends on many factors, such as installing
algorithm, HiveQL queries optimization, cluster architectures, etc ... This paper proposes solutions using
parallel computing architecture Hive on Hadoop Framework for processing network packet flows in order
to detect the presence of viruses and analyzed and givea number of solutions to improve performance of
the computing system.

Keywords: Hadoop, HiveQL, Parallel processing, packet flow analysis, performance analysis.
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